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Chapter 2. Deploy resource monitoring

Operations Manager functions as the senses for your organization’s private cloud environment.
Deploying the Operations Manager agent allows you to extract performance data and configuration
information from the monitored computer, virtual machine, or device. In this chapter, you’ll learn
about: deploying agents to computers, how to monitor network devices, how to leverage management
packs, how to monitor a variety of different services and applications, and how to view that monitoring
data through dashboards and reports.

Objectives in this chapter:
m Objective 2.1: Deploy end-to-end monitoring

m Objective 2.2: Configure end-to-end monitoring

m Objective 2.3: Create monitoring reports and dashboards

Objective 2.1: Deploy end-to-end monitoring

End-to-end monitoring involves being able to monitor all aspects of a private cloud deployment, from
the application running on a monitored server through to the functionality of network devices. To
deploy end-to-end monitoring, you need to deploy the Operations Manager agent to the computers or
virtual machines that you want to monitor. You can also configure Operations Manager to manage
network devices. You enhance the functionality of Operations Manager by importing management
packs.

This section covers the following topics:
m Deploying Operations Manager agents

m Discovering network devices

m Monitoring network devices
m Using management packs

Deploying Operations Manager agents

The Operations Manager agent is a service that you deploy to computers and devices, usually termed
“managed objects.” You want to manage and monitor this service using Operations Manager. The
Operations Manager agent collects information from the managed object.

The information that it collects depends on the rules and monitors that are included in the collection
of management packs installed on the Operations Manager server. For example, the System Center
Management Pack for SQL Server management pack will compare telemetry from the monitored
instance of SQL Server against rules and thresholds defined in the management pack. In the event that
one of these rules or thresholds is breached, the Operations Manager agent will transmit data to the
Operations Manager management server, triggering an Operations Manager alert.

There are four general methods that you can use to deploy the Operations Manager agent to
computers running Windows based operating systems:

m Discovery Wizard Part of the Operations Manager console. You can use this wizard to deploy
agents to computers running Windows, UNIX, or Linux operating systems as shown in Figure 2-
1. You can also use it to deploy agents to supported network devices.
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FIGURE 2-1 Discover Windows computers

m Manual Installation While it’s certainly possible to install the Operations Manager agent by
signing on to a computer and running through the installation wizard, doing this consumes
substantially more time than other methods. When you are considering deploying the Operations
Manager agent across hundreds, if not thousands of devices, you’ll need a method that requires
less time than manual deployment.

m Scripted Installation Scripting the installation of the agent is more efficient than manually
installing the agent, as it doesn’t require direct administrator intervention beyond launching the
script.

m Inclusion in OS Deployment Image Rather than install the agent after a computer or virtual
machine has been deployed, you can instead include the Operations Manager agent in the
deployment image. This is especially effective in environments where computers are members
of an AD DS domain and are able to query AD DS for Operations Manager settings.



Windows agent deployment using the Discovery Wizard

The Discovery Wizard is part of the Operations Manager console and allows you to deploy agents to
computers or devices. If you want to deploy the Operations Manager agent using the Operations
Manager console, you’ll need to use an account that is a member of the Operations Manager
Administrator role.

To deploy the Operations Manager agent to Windows computers that are members of the same
domain as the Operations Manager console, perform the following steps:

1. Right-click the Device Management node, located in the Administration workspace of the
Operations Manager console. Then, click Discovery Wizard.

2. On the Discovery Type page of the Computer And Device Management Wizard, click Windows
Computers.

More Info: Agent Deployment

You can learn more about deploying the Operations Manager agent at
http.//technet.microsoft.com/en-us/library/hh551142.aspx.

3. On the Auto Or Advanced page, click Automatic Computer Discovery as shown in Figure 2-2.
Advanced Discovery gives you the option of specifying whether server or client operating
systems will be discovered. You can also use this method to scan Active Directory for
computers with particular names, owner, or with a particular description.
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FIGURE 2-2 Automatic computer discovery

4. On the Administrator Account page, shown in Figure 2-3, select whether to use the Management
Server Action Account, or a specific Active Directory user account that has the necessary
privileges to install the agent on a managed computer. In most cases, this account will need to
either be directly or indirectly a member of the local Administrators group on the target
computer. When you click Discover, Operations Manager will query Active Directory for
computer accounts. Depending on the number of objects within Active Directory, this might
take some time.
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FIGURE 2-3 Specify account credentials

5. On the Discovery Results page, shown in Figure 2-4, select all of the hosts on which you want to
deploy the Operations Manager agent. You can use this dialog box to choose between Agent and
Agentless management. Agentless management allows you to collect performance and
availability data from a computer, but not all management packs support agentless mode.
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FIGURE 24 Discovery results

6. On the Summary page, shown in Figure 2-5, specify the credentials that the agent should use
when performing actions on the managed computer, and the folder on the target computer into

which the agent should be installed. The default is to use Local System. Clicking Finish will
deploy the Operations Manager agent to the selected computers.
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FIGURE 2-5 Agent installation directory

7. You will be able to view the progress of the installation on the Agent Management Task Status
dialog box, shown in Figure 2-6.
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FIGURE 2-6 Agent task status

You can view a list of computers that have the Operations Manager agent already deployed and
configured by selecting the Agent Managed node, under the Device Management node, in the
Administration workspace of the Operations Manager console, as shown in Figure 2-7.
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FIGURE 2-7 Agent managed computers

UNIX/Linux agent deployment using the Discovery Wizard

You can deploy the Operations Manager agent on computers running supported versions of UNIX or
Linux by performing a local manual installation, or a remote installation using the Discovery Wizard.
The Operations Manager agent is supported on the following versions of UNIX and Linux:

m CentOS 5 and 6 (x86/x64)
m Debian GNU/Linux 5,6, and 7 (x86/x64)
m HP-UX 11i v2 and V3 (PA-RISC and 1A64)

m [BM AIX 5.3, AIX 6.1 (POWER), and AIX 7.1 (POWER)
m Novell SUSE Linux Enterprise Server 9 (x86), 10 SP1 (x86/x64), and 11 (x86/x64)
m Oracle Solaris 9 (SPARC), Solaris 10 (SPARC and x86), and Solaris 11 (SPARC and x86)

m Oracle Linux 5 and 6 (x86/x64)
m Red Hat Enterprise Linux 4, 5, and 6 (x86/x64)
m Ubuntu Linux Server 10.04 and 12.04 (x86/x64)

The first method is to transfer the appropriate installation packages from the Operations Manager
server to the UNIX or Linux computer, and install them using an account that has sufficient privileges

on that computer.



More Info: Manual UNIX/Linux Agent Deployment

You can learn more about manually deploying the Operations Manager agent on computers
running UNIX or Linux at http.//technet.microsoft.com/en-us/librarv/hh212686.aspx.

The other option is to use the Discovery Wizard. Prior to deploying an agent to a computer running a
supported version of UNIX or Linux using the Discovery Wizard, you need to configure a UNIX/Linux
Action Account profile set up with a Monitoring Run As Account. To run the wizard to create this
account, you’ll need to have configured the following:

m Username and password for unprivileged access to the computer running UNIX or Linux. This
account needs to be configured on the computer running UNIX or Linux so that it can elevate
privileges using either su or sudo. If using ‘su’ to elevate privileges, you’ll need to provide the
‘su’ password. Sudo will also need to be specially configured with appropriate TTY and
password settings to support the Discovery Wizard. You can configure these using the visudo
command. While it is also possible to configure an account that already has privileged access
and doesn’t require su or sudo to elevate privilege, this presents a security risk and should be
avoided.

m The computer will need to be configured so that an SSH connection can be made using this
account and that appropriate ports are open on the computer’s firewall. You should verify that
an SSH connection can be established from the management server to the computer running
UNIX or Linux prior to attempting installation using the Discovery Wizard.

More Info: Troubleshooting UNIX/Linux Agent Deployment
You can learn more about troubleshooting the deployment of the Operations Manager agent for
Linux and UNIX at

http://social.technet.microsoft.com/wiki/contents/articles/4966.troubleshooting-unixlinux-
agent-discovery-in-system-center-2012-operations-manager.aspx.

To create the account profile used by Operations Manager for installation of the agent on computers
running UNIX or Linux, perform the following steps:

1. In the Administration workspace of the Operations Manager console, select UNIX/Linux
accounts under Run As Configuration, and click Create Run As Account in the Tasks pane.

2. On the Account Type page of the Create UNIX/Linux Run As Account Wizard, click Agent
Maintenance Account, as shown in Figure 2-8, and click Next. If you were creating an account
to monitor a UNIX or Linux computer on which an agent was already installed, you would
select the Monitoring Account option.
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FIGURE 2-8 Agent maintenance account

3. On the General Properties page, provide a name and a description for the account.

4. On the Account Credentials page, shown in Figure 2-9, specify the username and password used
to connect to the computer running UNIX or Linux. This connection will be made over SSH.
You can choose a privileged account, which is assumed already have root privileges, or an
unprivileged account. In that case su or sudo will be used to elevate privileges once a session is

established.
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FIGURE 2-9 Run As Account credentials

5. On the Elevation page, shown in Figure 2-10, select the method used to elevate privileges once
the credentials specified in the previous step have been used to establish a connection.
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FIGURE 2-10 Elevation options

6. On the Distribution Security page, select how credentials will be transmitted to managed
computers, and then create the Run As Account.

Once the Run As Account is created, you’ll need to create a Run As Profile. To create a Run As
Profile, perform the following steps:

1. In the Administration workspace of the Operations Manager console, select Profiles under Run
As Configuration, and click Create Run As Profile in the Tasks pane.

2. On the General Properties page of the Run As Profile Wizard, provide a name for the Run As
profile, and select a management pack in which to store the management pack.

3. On the Run As Accounts page, add the Run As Accounts that will be used with this profile. This
will include the Agent Maintenance account described earlier and any Monitoring accounts that
you have also configured to interact with computers running UNIX or Linux operating systems.
This page is shown in Figure 2-11.
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FIGURE 2-11 Run As Accounts

4. Complete the wizard to create the Run As Profile.

Once the Run As Profile is configured for supported Linux-based and UNIX-based computers,
you’ll be able to deploy the Operations Manager agent to these computers using the Discovery Wizard
by performing the following steps:

1. Right-click the Device Management node in the Administration Workspace of the Operations
Manager console, and then click Discovery Wizard.

2. On the Discovery Type page of the Computer And Device Management Wizard, click
UNIX/Linux computers.

3. On the Discovery Criteria page, select a target resource pool and click Add. This specifies where
the monitored computers will be placed. Use the All Management Servers Resource Pool unless
you have configured another option. A resource pool is a collection of Operations Manager
management servers that share an Operations Manager workload.

4. On the Discovery Criteria dialog box, enter the IP address or FQDN of the computers running
UNIX or Linux that you wish to deploy the agent on. Use the Set Credentials button to configure



the credentials used for discovery and agent installation. This dialog box is shown in Figure 2-
12. After you have configured the discovery criteria, save these criteria, and then click Discover
on the Discovery Criteria page.
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Credertials

Set the credentials to be used to discover and run commands upon the computers within the specified
discovery scopes.

| Set credentials. .. |
Awction Accourt Accourt Type
Discovery chancellor User name and password
Installation  Mone Using suda elevation
| Save | | Cancel |

FIGURE 2-12 Discovery criteria

5. On the Computer Selection page, select the discovered computers that you want to manage, and
click Manage. The agent will be deployed.

Manual agent installation

You’ll need to install the Operations Manager agent manually if you need to monitor computers located
on a perimeter or isolated network, or if you need to monitor computers that are not members of an AD
DS domain. You can perform manual installation in one of two ways:

m Double-clicking the MOMA gent.msi installer and answering the questions posed in the wizard
m Using the command line options to perform the installation

Using the MOMAgent.msi Setup Wizard

MOMAgent.msi comes in x64 and x86 versions. These files are located by default under the
C:\Program Files\Microsoft System Center 2012 R2\Operations Manager\Server\AgentManagement
folder, as shown in Figure 2-13.
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FIGURE 2-13 Agent location

To install the agent manually using the wizard, perform the following steps:
1. Start the installer and accept the license terms.

2. Specify the destination folder. By default this will be C:\Program Files\Microsoft Monitoring
Agent.

3. On the Agent Setup page, select whether you want Active Directory to configure the agent. This
requires that you have configured a container in AD DS using MOMADAdmin.exe. You can
also configure the agent to connect to Operations Manager to determine management group
information.

4. On the Management Group Configuration page, specify the Management Group Name, the
Management Server Name, and the Management Server Port. Figure 2-14 shows this page
configured to connect to the management group named Tailspintoys on the management server
Opsmgr.tailspintoys.internal.
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FIGURE 2-14 Management group configuration

5. On the Agent Action Account page, choose whether actions performed by the Operations
Manager agent are completed using the Local System account, a Domain account, or a Local

account.

6. On the Microsoft Update page, choose whether Microsoft Update will be used to provide

automatic updates.

7. Review the summary, like the one shown in Figure 2-15, and click Install to complete the agent

installation.

Ready to Install

the setup wizard.

3] Microsoft Monitoring Agent Setup
Clidk Install to begin the installation of the Microsoft Monitoring Agent.

If you want to review or change any of your installation settings, dick Back. Clidk Cancel to exit

Installation Settings:

Install Directory

Management Group Name
Management Server DNS Name
Management Server Secure Port

: C:\Program Files\Microsoft Monitoring Agent,

1 Tailspintoys
: opsmagr. tailspintoys.internal
r 2723
< Back ” Install | | Cancel

FIGURE 2-15 Agent setup
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Using the Command Line

Rather than walking through each page of the MOMAgent.msi Wizard, you can perform agent
installation by running MOMA gent.msi using Msiexec.exe from the command line. Msiexe.exe allows
you to run installers that use the .msi format and is located in the %WinDir%\System32 folder.

To run MOMAgent.msi from the command line, use the following format:

Click here to view code image

$WinDir%\System32\msiexec.exe /i path\Directory\MOMAgent.msi /gn
USE SETTINGS

FROM AD={0|1} USE MANUALLY SPECIFIED SETTINGS={0]|1}

MANAGEMENT GROUP=MGname

MANAGEMENT SERVER DNS=MSname MANAGEMENT SERVER AD NAME=MSname
SECURE _PORT=PortNumber

ACTIONS USE COMPUTER ACCOUNT={0|1l} ACTIONSUSER=UserName
ACTIONSDOMAIN=DomainName

ACTIONSPASSWORD=Password AcceptEndUserLicenseAgreement=1

Where:

m USE_SETTINGS_FROM_AD={0|1} Use this option to specify whether management group
settings are obtained from AD DS, or from the command line. This works in conjunction with
the next setting. The computer must be a member of the domain, and Active Directory must be
configured if you are going to use this option.

m USE_MANUALLY_SPECIFIED_SETTINGS={0|1} Use this option to specify whether
management group settings are specified from the command line. This works in conjunction
with the previous setting.

1 MANAGEMENT_ GROUP=MGname Use this option to specify the Operations Manager
Management Group name, when you are using the command line to specify the options.

1 MANAGEMENT_SERVER DNS=MSname Use this option to specify the Operations
Manager management server FQDN, when using the command line to specify the options.

1 MANAGEMENT _SERVER AD NAME =MSname Use this option to specify the Active
Directory computer account name of the Operations Manager Management Server, when using
the command line to specify the options.

u SECURE_PORT=PortNumber Use this option to specify the health service port number. The
default port number is 5723.
m ACTIONS USE_ COMPUTER_ACCOUNT={0|1} Use this option to specify whether the

LOCAL SYSTEM account or a specified user account, specified using the ACTIONSUSER,
ACTIONSDOMALIN, and ACTIONSPASSWORD settings, is used.

m ACTIONSUSER=UserName Use this option when using a custom account to specify the user
name of the account.

m ACTIONSDOMAIN=DomainName Use this option when using a custom account to specify
the domain name used with the account.

m ACTIONSPASSWORD=Password Use this option when using a custom account to specify
the password associated with the account.

m AcceptEndUserLicenseAgreement=1 Use this option to agree to the Microsoft Software
License Terms. This option is required when installing the Operations Manager agent from the
command line.

Before a manually installed agent can be used, you’ll need to authorize it from the Operations
Manager console.
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More Info: Manual Agent Installation

You can learn more about manual agent installation at Attp.//technet.microsoft.com/en-

us/librarv/hh212915.aspx.

Automatic agent assignment

You can use AD DS to assign computers with the Operations Manager agent installed to Operations
Manager management groups. For example, you would do this when you have deployed the agent

manually using the option to get management server and group settings from AD DS, or when you’ve
deployed the Operations Manager agent as part of an operating system image.

To configure automatic agent assignment, perform the following steps:

1. Create a domain security group and add it to the Operations Manager Administrators security
role. Figure 2-16 shows the TailspinMOMAdmin security group added to this security role.

'T%

Operations Manager Administrators - User Role Properties

General Properties |A|.rthur5|:upe | (Group Scope | Tasks | Dashboards and Views |

General

User role name:

Operations Manager Administrators

Description

User role members:

Ifﬂiﬂgd... X Remove

The Cperations Manager Administrators user
role is created at setup time and cannot be
deleted. This role must contain one or more
global groups.

Praofile:

Administrator

Profiledescription:

The Administrator profile indudes full privieges
to Operations Manager. Mo scoping of the
Administrator profile is supported.

Member Mame
BUILTIM‘Administrators
TAILSPINTOYS \TailspinMOMAdmIn

Domain

|m{

||Cancel||

Apply

FIGURE 2-16 Operations Manager Administrators

2. A member of the Domain Admins AD DS group must then run the following command

MOMADADMIN.exe <ManagementGroupName> <MOMAdminSecurityGroup>
<RunAsAccount> <Domain> where

m <ManagementGroupName> is the name of the Operations Manager management group.
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m <MOMAdminSecurityGroup> is the name of the domain security group that has been
added to the Operations Manager Administrators security role.

m <RunAsAccount> is an account that has the permission to read and write information to the
newly created container in Active Directory.

m <Domain> is the domain that the container is created in.
3. Running this command also adds the <RunAsAccount> to the <MOMAdminSecurityGroup>.

More Info: Active Directory Assignment

You can learn more about Active Directory assignment at http.//technet.microsoft.com/en-
us/librarv/hh212922.aspx.

For example, to create the container for the TailspinToys management group, using the
TAILSPINTOY S\TailspinMOMAdmin group as the security group, and
TAILSPINTOY S\Administrator as the runas account, start the command:

Click here to view code image

MOMADAdmin.exe tailspintoys TAILSPINTOYS\TailspinMOMAdmin
TAILSPINTOYS\Administrator
tailspintoys

The MOMADAdmin.exe utility is located by default in the C:\Program Files\Microsoft System
Center 2012 R2\Operations Manager\Server folder. You can determine your Operations Manager
management group name using the Get-SCOMManagementGroup Windows PowerShell cmdlet.

Once the container has been created, you run the Agent Assignment And Failover Wizard to assign
agents to specific management servers within the management group. You can start the Agent
Assignment And Failover Wizard by clicking Add on the Auto Agent Assignment tab of the
Management Server Properties dialog box of the management server that you want to assign agents to,
in the Administration workspace shown in Figure 2-17.
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Auto Agent Assignment | Heartbeat | Security I Prowy Settings

Add or modify agent assignment settings in Active Directory. The settings spedfies which
agent managed computers will be monitored by this management server.

Management Server:

OpsMar. tailspintoys.internal

Auto Agent Assignment:

Click 'Add’ to specify agent assignment setting for a new domain ar choose existing domain's
assignment setting and dick 'Edit".

o Add... 7 Edit.. 3¢ Delete

Domain Lightweight Directory Access Protocol Query

FIGURE 2-17 Auto Agent Assignment

You must run the Agent Assignment And Failover Wizard in each domain where you want to use it
to perform auto assignment. To complete the wizard, perform the following steps:

1. On the Domain page, specify the domain for which you are configuring automatic agent
assignment. Figure 2-18 shows the selection of the Tailspintoys.internal domain.
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Introduction

Domain Specify the domain that the agent computers are in

Inclusion Criteria

Select a domain from the list or type the name of domain or FQDM of a domain

Exclusion Criteria
controller

Agent Failover

|13ilspintoys.internal

For example, DCO1.CONTOS0.COM
[] Usea different account to perfarm agent assignment in the specified domain

Select Run As Profile:

|.ﬁ|l:ti'-.|'E Directory Based Agent Assignment Account

FIGURE 2-18 Domain selection

2. On the Inclusion Criteria page, you can create an LDAP query, or use the dialog box to
configure a search based on criteria including name, description, managed by, operating system,
and operating system version. Figure 2-19 shows the inclusion criteria that will include all of the
computers that have names starting with the characters SYD.
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. E Inclusion Criteria

Introduction

i@ Help

Domain Create an inclusion criteria

Inclusion Criteria

Exclusion Criteria Specify the computer inclusion criteria using a Lightweight Directory Access Protocaol (LDAF)
filter that matches the target computer accounts in Active Directary.
Agent Failover

(B{sAMACcountType=805306359)(objectCategory =computer) Configure...
(objectClass=computer)(cn=5YD*})

Mote: You can create the agent assignment exclusion rule for the selected domain, an the
next screen.

| <Previous || Net> || Creste || Cancel

FIGURE 2-19 Inclusion criteria

3. On the Exclusion Criteria page, you can enter a list of computers to be excluded from agent
assignment. You should list computers using FQDNSs, separating each by a semicolon, comma,

or new line. Figure 2-20 shows the computer Excluded.tailspintoys.internal in the list of
excluded computers.
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. E Exclusion Criteria

Introduction

i@ Help
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Inclusion Criteria
: — Buclude computers from the previous indusion query by manually typing in the Fully
Exclusion Criteria Qualified Domain Name (FQDN) of the computer(s) you would like to exclude from the rule.

Agent Failover : ;
Separate each computer name by a semi-colon, comma, or a new line:

exduded. tailspintoys.internal

For example, SALES.CONTOS0.COM

| <Previous || Net> || Creste || Cancel

FIGURE 2-20 Exclusion rule

4. On the Agent Failover page, you can specify whether agents will contact another management
server in the same management group automatically, or manually fail over to specific

management servers. Figure 2-21 shows the Agent Failover page of the Agent Assignment And
Failover Wizard, with the Automatically Manage Failover option page.
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B Agent Assignment and Failover Wizard .
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FIGURE 2-21 Automatic failover management

Authorizing agents

If you are planning on installing the Operations Manager agent onto a computer manually, using the
MOMAgent.msi installer, or plan to deploy the agent as part of an image, you’ll need to configure how
the Operations Manager management deals with the agents once it is contacted.

You can configure one of the following options:

m Reject New Manual Agent Installations When you select this option, any requests from a
manually deployed agent, or agent deployed as part of an image will automatically be rejected
by the Operations Manager management server.

m Review New Manual Agent Installations In Pending Management View When you select
this option, all requests from manually deployed agents or agents deployed as part of an image
will be placed in a list, visible through the Pending Management queue. Administrators are able
to use this list to perform approval.

m Auto-Approve New Manually Installed Agents When you select this option (only available if
the Review option is already selected) any Operations Manager agent that contacts the
management server will automatically be joined to the management group.

To configure how the Operations Manager management server responds to manual agent
installation, perform the following steps:

1. In the Settings node of the Administration workspace, right-click Security under Type: Server,



and click Properties.

2. On the Global Management Server Settings - Security dialog box, select the option that you
want to configure, as shown in Figure 2-22.

Global Management Server Settings - Security .

General

Manual Agent Installs:

To increase security, specify that manual agent installations are rejected.

() Reject new manual agent installations

@ Review new manual agent installations in pending management
= view

Automatically approve new manually installed agents

| 0K | | Cancel | | Apply

FIGURE 2-22 Global Management Server Settings

More Info: Managing Manual Agent Installation

You can learn more about managing manual agent installation at
http://technet.microsoft.com/en-us/library/hh212853.aspx.

\ ) Exam Tip

You’ll need to be familiar with the different ways in which you can deploy the Operations
Manager agent. You’ll also need to know in which cases you will need to authorize an agent
and when you need to perform a manual installation

Discovering network devices

Operations Manager discovers network devices by running discovery rules that the Operations Manager
Administrator configures. Network discovery rules include the following information:

m [P address or FQDN of the devices that you want to discover.
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m The SNMP (Simple Network Management Protocol) version used by each device. Operations
Manager supports SNMP v1, v2, and v3.

m The SNMP community string of any SNMP v1 or v2 compatible devices to be discovered.

m User name, context, authentication protocol, authentication key, privacy key, and privacy
protocol for each SNMP v3 device.

m The management server that will monitor the discovered network devices.

When performing network discovery, any firewalls between the Operations Manager management
server and the network devices to be discovered must allow SNMP (UDP) and ICMP bidirectionally.
SNMP usually uses 161 (UDP) and 162 (TCP/UDP). If you are going to be discovering devices that use
SNMP v1 or v2, you’ll need to configure the Run As account to use for this purpose. You can do this
before creating the discovery rule, or during the discovery rule creation process.

To create a network discovery rule, perform the following steps:

1. Right-click the Network Management node in the Administration workspace of the Operations
Manager console, and click Discovery Wizard.

2. On the Discovery Type page of the Computer And Device Management Wizard, click Network
Devices, as shown in Figure 2-23, and click Next.
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Fﬁ What would you like to manage?

Discovery Type
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Devices
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Summary

Completion

Choose the type of computers or devices to discover and manage.
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3 Discover Windows computers in your Active Directory
environment and install agents on the ones you want to
U manage.
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Network devices
ALl Discover and monitor network devices using Simple
Metwork Management Protocal (SHMP).

Select a discovery type and click Next to continue.

:Erevinus“ Next > H Create H Cancel

FIGURE 2-23 Network devices

3. On the General Properties page, shown in Figure 2-24, provide the following information:

m The name for the rule. An informative name for the Rule.

m The management server from which network discovery will be performed.

m The resource pool. You can create a new resource pool, or select an existing resource pool
that will be responsible for monitoring discovered network devices.
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FIGURE 2-24 Network Discovery rule

4. On the Discovery Methods page, shown in Figure 2-25, choose between Explicit Discovery and
Recursive Discovery. You should select Explicit Discovery when you know the address of each
network device that you want Operations Manager to manage. Recursive Discovery provides a
more thorough discovery of network devices, but this process is likely to take longer and is
likely to discover devices that you may not be interested in having Operations Manager monitor.
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Discovery Method

Discovery Type
(General Properties Select a discovery type

Discovery Method

(®) Explicit discovery
Default Accounts Operations Manager will discover only those network devices you specify.

Devices
Schedule Discovery O R e di
Summary Operations Manager will discaver the devices that you specify and all devices that are

connected to the devices that you specify.
Completion

al"-l'lnre about discovering network devices

| <Previous || Net> | Ceste || Cancel

FIGURE 2-25 Explicit Discovery

5. If you are discovering devices that support SNMP v1 or SNMP v2, either select an existing Run
As account, or create a new Run As account for this purpose. This Run As account includes the
SNMP vl or v2 community string.

Q Exam Tip

Remember what you need to include when configuring a Run As account for network device
discovery for devices that use SNMP v1 or v2.

6. On the Devices page, shown in Figure 2-26, you can either add the devices that you want to
discover manually, or import them from a text file that contains a list of [Pv4 addresses.
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FIGURE 2-26 Specify devices

7. When adding devices manually, provide the following information as shown in Figure 2-27:
m [Pv4 address or FQDN of the device.
m Access mode. This can be ICMP, SNMP, or ICMP and SNMP. If you choose ICMP and
SNMP, the device must be accessible using both protocols.
m Port number. The default is UDP port 161, but if you are using another port for SNMP you
can change this.

m SNMP version. This allows you to specify whether to use SNMP v1 or v2, or SNMP v3. If
using SNMP v1 or v2, specify the Run As account that contains the community string.
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FIGURE 2-27 Add a device

8. If adding an SNMP v3 device, you will need to add the FQDN or IP address, as well as an
SNMP v3 Run As account that includes User Name, Context, Authentication Protocol,
Authentication Key, Privacy Protocol, and Privacy Key.

9. If you are creating a recursive discovery rule, you can configure filters based on IP address
range. You can also configure exclusions on a per IP address basis.

10. On the Schedule Discovery page, specify how often to run the network device discovery rule.
Figure 2-28 shows this page.
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FIGURE 2-28 Network discovery schedule

11. On the Summary page, review the settings, and click Create.

You can confirm successful discovery of network devices by viewing the Network Devices node,
under Network Management in the Administration workspace of the Operations Manager console.

More Info: Network Device Discovery

You can learn more about how Operations Manager can discover network devices at
http.//technet.microsoft.com/en-us/library/hh278846.aspx.



http://technet.microsoft.com/en-us/library/hh278846.aspx

Monitoring network devices

You can use Operations Manager to monitor physical and virtual network routers and switches,
including the ports on those devices, VLANSs (virtual local area network) and Host Standby Router
Protocol (HSRP) groups that they are members of, as well as the status of supported firewall and load
balancing devices. Specifically, you can use Operations Manager to monitor the following aspects of
network devices:

m Connection health Monitor from the perspective of the network device and devices connected
to the monitored network device.

m VLAN health Allows you to view the health state of switches that participate in a specific
VLAN.

m HSRP group health View the health state of the devices that participate in a HSRP group.

m Port/Interface Monitor the operational and administrative status of device ports and interfaces.
m Processor utilization Monitor the processor utilization of supported network devices.

= Memory utilization Monitor the memory utilization of supported network devices.

System Center 2012 R2 Operations Manager supports monitoring the following numbers of network
devices:

m 2000 network devices (approximately 25,000 monitored interfaces/ports) managed by two
resource pools.

m 1000 network devices (approximately 12,500 monitored interfaces/ports) managed by a single
resource pool that consists of three or more Operations Manager management servers.

To perform network discovery and monitoring, you need to ensure that the following management
packs are installed:

m Microsoft. Windows.Server.NetworkDiscovery
m Microsoft. Windows.Client.NetworkDiscovery

Discovered network devices are visible through the Monitoring workspace of the Operations
Manager console. Under the Network Monitoring node, shown in Figure 2-29, you can view the
following information:

Menitoring

4 g Metwork Manitoring

| Active Alerts
=% Hosts
22| HSRP Groups
5% Legacy Metwork Devices
22| Metwork Devices
0| Metwork Sumimary Dashboand
R:E | Routers
R:f| Switches
222| VLANS

4 (g Performance

| Free Memory (Percent)

%

;]

| ICMP Ping Response Time (Milliseconds)

| Interface Usage Statistis
| Port Usage Statistis

5

jl:l;-

| Processor Utilization (Percent)

%

[

a, Operations Manager

FIGURE 2-29 Network Monitoring categories

m Active Alerts
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m Hosts
m HSRP Groups
m Legacy Network Devices
m Network Devices
m Network Summary Dashboard
m Routers
m Switches
m VLANS
You can also view the following device-related performance information:
m Free Memory (Percent)
m [CMP Ping Response Time (Milliseconds)
m Interface Usage Statistics
m Port Usage Statistics
m Processor Utilization (Percent)

You can also use the following Operations Manager dashboard views when monitoring network
devices:

m Network Summary Dashboard Provides summary information, including which network
devices are experiencing the highest processor utilization, or which interfaces are encountering
the most errors.

m Network Node Dashboard Provides information about each network device. Includes alerts
generated by each device and information including processor utilization.

m Network Interface Dashboard Provides information about network device interfaces/ports,
including alerts generated by interfaces/ports and traffic statistics.

m Network Vicinity Dashboard Provides information on the relationship between discovered
network devices and computers with the Operations Manager agent installed. This is useful for
determining the cause of network outages.

More Info: Network Device Monitoring

You can learn more about network device monitoring at http.//technet.microsoft.com/en-
us/library/hh212935.aspx.

Using management packs

An Operations Manager management pack is a collection of elements that allow you to use Operations
Manager to perform tasks, gather, and display important information about computers, applications,
services, and devices. Management packs are often specific to a particular product, device, application,
role, or service, and contain elements that extend Operations Manager’s ability to integrate with that
service. For example, the Microsoft Exchange Server 2013 management pack contains elements that
allow Operations Manager to monitor important aspects of an Exchange Server 2013 deployment, just
as the System Center Management Pack for SQL Server contains elements that allow Operations
Manager to monitor important aspects of a SQL Server 2012 deployment. Individuals or organizations
with detailed knowledge about how the managed object functions, write management packs. You can
view the list of management packs imported into Operations Manager from the Management Packs
node of the Administration workspace, as shown in Figure 2-30.
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FIGURE 2-30 Management Packs

More Info: Management Packs

You can learn more about Operations Manager management packs at
http://technet.microsoft.com/en-us/library/hh212794.aspx.

Management packs can include some or all of the following elements:

m Monitors Provides information to the Operations Manager agent about which aspects of the
managed object it should track. For example, which logs to monitor.

m Rules Determines which performance and discovery data the agent collects. It also determines
which situations trigger alerts. For example, which event in a specific log should generate an
Operations Manager alert.

m Tasks Allows an activity to be performed either through the agent or the Operations Manager
console. For example, a task might restart a particular service. Tasks are triggered either by
alerts or manually through the Operations Manager console. Tasks are performed by the
Operations Manager agent or by the console (for example, when you trigger a ping task).

m Views Provides a customized interface for viewing information and managing managed objects.

m Reports Display insightful and meaningful data about the managed object. Customized reports
come from the management pack authors to display information about the managed objects.

m Object Discoveries Identify objects that Operations Manager can monitor.
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m Run As profiles Allows rules, tasks, monitors, and discoveries to be run using an alternate set of
credentials.

m Knowledge These are helpful articles that provide Operations Manager administrators with
diagnostic and problem resolution advice.

Management packs come as either sealed or unsealed. A sealed management pack is read-only.
Sealed management packs are digitally signed by the management pack authors and use the .mp
extension. This digital signature gives you confidence that a third party hasn’t modified the contents of
the management pack. You can make modifications to sealed management packs using overrides,
described later in this chapter. Unsealed management packs usually use the .xml extension and can be
created and modified by the Operations Manager Administrator.

\ ) Exam Tip
Remember the difference between sealed and unsealed management packs.

Some management packs are designated libraries. Library management packs provide a set of
classes on which other management packs build. Dependencies exist where one management pack
makes references to content in another management pack. To view a management pack’s dependencies,
right-click the management pack and select the Dependencies tab, as shown in Figure 2-31. The
information displayed on this tab will also provide you with a list of management packs that depend on
this management pack.
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FIGURE 2-31 Management pack dependencies

Importing management packs

While Operations Manager ships with a collection of management packs, to get the most out of the
product, you’ll need to import management packs that are specific to the type of objects that you want
to monitor. You can use several methods to obtain Operations Manager management packs.

The simplest method is to download and import management packs from the Microsoft System
Center Marketplace using the Operations Manager console. Figure 2-32 shows searching for and
selecting a SQL Server 2012 related management pack from the online catalog. System Center
Marketplace stores a very large number of management packs and should be the first place you look

when you need an Operations Manager management pack.
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FIGURE 2-32 Management pack catalog

You can use the Operations Manager console to download management packs from the online
catalog to import at a later point in time. Figure 2-33 shows the Operations Manager console interface
for downloading management packs. This allows you to store important management packs in a
separate location for easy import into other Operations Manager management groups.
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Select Management Packs @ Help

Download list < Add % Properties... ¥ Remove

License

Mame Version Release Date Tiies

Microsoft SQL Server 2012 AlwaysOn Disco.. 6410 10/15/2013
Microseft SQL Server 2012 AlwaysOn Monito... 64.1.0 10/15/2013
SGL Server 2012 (Discoveny) 6410 10/15/2013
SQL Server 2012 (Monitoring) 6410 10/15/2013
SGL Server Caore Library 6410 10/15/2013

Microsoft Exchange Server 2013 15062018 | 7/26/2013

Download management packs to this folder :
C\Management Pack Download

FIGURE 2-33 Management pack download

If you’ve obtained the management pack files already, you can import them from local storage using
the Operations Manager console. When importing sealed management packs, you must ensure that the
Operations Manager server trusts the CA that issued the signing certificate used to sign the sealed
management pack. If the Operations Manager server doesn’t trust the CA that issued the signing
certificate that was used to sign the sealed management pack, you won’t be able to import the sealed
management pack. Prior to attempting to import management packs, ensure that you’ve imported any
management pack dependencies. You won’t be able to import a management pack if dependency
management packs are not present on the Operations Manager server. Figure 2-34 shows importing
SQL Server 2012 and Exchange Server 2013 management packs.
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Microsaft Exchange Server 2013 |15.0620.18
o Microsoft SQL Server 2012 Alway...
o Microsoft SQL Server 2012 Alway. .
o SQL Server 2012 (Discovery)
o SQL Server 2012 (Manitoring)
J SGL Server Core Library

Status details
This management pack is ready to impart.

FIGURE 2-34 Import management pack

Important to note is that once you have imported a management pack, Operations Manager will
automatically begin monitoring relevant objects based on the default management pack configurations
and thresholds. This can lead to an increase in alerts, depending on the configuration of the
management pack that you have imported.

More Info: Importing Management Packs

You can learn more about importing management packs at Attp.//technet.microsoft.com/en-
us/library/hh212691.aspx.

Removing management packs

Removing a management pack eliminates all of the settings and thresholds associated with the
management pack. For example, if you’ve upgraded all of the SQL Server instances in your
organization to SQL Server 2014, you might choose to remove management packs that were used to
monitor previous versions of SQL Server.

You can only remove a management pack if any dependent management packs have also been
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removed. For example, Figure 2-35 shows that the SQL Server Core Library management pack is
required for three other management packs. Before you are able to remove the SQL Server Core
Library management pack, you’ll have to remove the three management packs that list the SQL Server
Core Library management pack as a dependency. You delete a management pack by right-clicking the
management pack in the Operations Manager console, and clicking Delete.

R T e SO Server Core Librany. oo nain -

| General I Knowledge | Dependencies |

Management Pack Dependencies

This management pack may have dependencies on other management packs which must
be imported first.

To remove this management pack, delete dependent management packs first.

Management Packs this Management Pack depends on:

MName Wersion Sealed
19, System Center Core Library 70.84330  Yes
1%, System Library 7585010  Yes
ﬁé,windnws Core Library 7.5.8501.0 fes

Management Packs that depend on this Management Pack:

MName Wersion Sealed
':ﬁ!, Microsoft SQL Server 2012 AlwaysOn Discovery Ma... 64.1.0 Yes
EE:, SGL Server 2012 (Discovery) 6410 Yes
'Qj SGL Server 2012 (Monitoring) 6410 e

| 0K | | Cancel

FIGURE 2-35 Management pack dependencies

More Info: Removing Management Packs

You can learn more about removing management packs at http.//technet. microsoft.com/en-
us/library/hh230746.aspx.
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Thought experiment: Operations Manager management packs and agents at

Tailspin Toys

You are responsible for managing the Operations Manager deployment at Tailspin Toys. The
previous administrator imported a large number of management packs that are no longer
relevant to your organization and should be removed. You also want to start using Operations
Manager to monitor several network devices that support the SNMP v3 protocol. Finally, you
want to configure Active Directory so that domain-joined clients automatically receive
information about the Operations Manager deployment.

With this information in mind, answer the following questions:

[k

. What steps must you take before removing an installed management pack?

2. What must you include when configuring a Run As account for devices that will be
managed through SMNP v3?

3. Which utility do you use to configure automatic agent assignment?

Objective summary

m You can deploy the Operations Manager agent to computers that are members of a trusted
Active Directory domain using the Discovery Wizard. You can also manually install the agent,
or include it in an operating system image.

m You can deploy the Operations Manager agent to supported versions of UNIX and Linux using
the Discovery Wizard, or by manually installing the agent.

m When manually installing the agent, or including it in an image, you’ll need to configure agent
authorization.

m You can use Operations Manager to manage network devices that support the SNMP v1, v2, or
v3 protocols.

m Management packs allow you to enhance the functionality of Operations Manager.

m You can only import a management pack if the management pack dependencies are already
installed.

m You can only remove a management pack if no other management packs exist, that have the
management pack you want to remove as a dependency.

Objective review

Answer the following questions to test your knowledge of the information in this objective. You can
find the answers to these questions and explanations of why each answer choice is correct or incorrect
in the “Answers” section at the end of the chapter.

1. You are creating a Run As account to be used with a network device discovery rule. All network
devices in your organization support SNMP v2. Which of the following must you include when
configuring the Run As account?

A. Community string.
B. Device name.

C. Device IP address.
D. Authentication key.

[5]

. You want to ensure that all newly deployed servers in your organization have the Operations
Manager agent installed and connected to the single management server. All newly deployed
servers are automatically joined to an AD DS domain. Which of the following must you
configure to accomplish this goal?

A. Configure Active Directory automatic agent assignment.
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B. Configure the Global Management Server additional setting Automatically Approve New
Manually Installed Agents.

C. Configure the Global Management Server settings to Reject New Manual Agent
Installations.

D. Configure the Global Management Server settings to Review New Manual Agent
Installations In Pending Management View.

3. Which of the following utilities do you use to configure Active Directory automatic agent
assignment?

A. MOMADadmin.exe.
B. Cmtrace.exe.

C. MOMAgent.msi.

D. GPedit.msc.

Objective 2.2: Configure end-to-end monitoring

Once you have imported management packs, you’ll need to tune them so that they provide you with
useful monitoring information. Another form of monitoring is synthetic transactions, which allow you
to configure monitoring for a variety of different objects, from websites, through to UNIX processes,
network ports, and Windows Services. If you want to verify the functionality of your organization’s
web applications from external locations, you can configure Global Service Monitor. If you want to
monitor complex multi-tier applications, you can configure a distributed application model.

This section covers the following topics:

m Managing management packs
m Configuring synthetic transactions

m Using Global Service Monitor
m Application Performance Monitoring
m Creating distributed application models

Managing management packs

Subject matter experts create Operations Manager management packs so that Operations Manager will
provide you with useful information about a particular application, service, role, or device. However,
while the experts who created the management pack know a large amount about the subject of the
management pack, they don’t know anything about your specific private cloud environment. Importing
the management pack is only the first part of the management pack’s lifecycle. You also need to test,
tune, and alter each management pack so that it provides you with the information that you actually
need to know to perform your job.

More Info: Management Pack Lifecycle

You can learn more about the management pack lifecycle at http.//technet.microsofi.com/en-
us/library/hh212732.aspx.

Microsoft describes the management pack lifecycle in the following manner:

m Review and evaluate in pre-production environment Before deploying a management pack
into your organization’s production environment, you should evaluate the management pack in a
test or development environment.

m Tune the management pack settings Use overrides to tune the management pack. Save these
overrides in a separate unsealed management pack.

m Deploy the management packs into production environment When you do this, you’ll also
import the separate, unsealed management packs that contained the overrides that you created in
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your test or development environment.

m Maintain the management pack Once the management pack has been deployed, you may still
need to perform additional tuning. The following changes in circumstances should lead you to
retune the management pack:

m Changing business needs Y our organizational requirements might change in terms of the
monitoring of the object that is the subject of the management pack. This may necessitate
reevaluating how the management pack has been tuned.

m The environment changes For example, there is a change in computer hardware, operating
system, or virtual machine configuration that impacts the monitored object.

m Additional applications You add a new application to the environment that interacts with the
monitored object in a substantive way.

m Application upgrade You should tune the management pack if the management pack monitors
an application that you’ve upgraded, or to which you’ve applied a service pack.

m Updated management pack If the vendor releases an updated version of the management pack,
you may need to begin the process again. Management pack upgrades provide a great example
as to why you should document the management pack tuning process. If you’ve created
documentation explaining how you’ve tuned the management pack, you’ll be able to refer to it
when tuning a new version of the management pack.

Overrides

When you first import a management pack, you may find that while it tells you many useful things
about the product, service, device, or object that you should know, it also tells you many things about
the product, service, device, or object that you aren’t interested in. Overrides allow you to alter the
settings of a rule or a monitor in a sealed management pack without changing the rule or monitor itself.

To configure an override for a rule, perform the following steps:

1. In the Authoring workspace of the Operations Manager console, expand Management Pack
Objects, and click the Rules node.

2. Locate the rule for which you want to create the override. Figure 2-36 shows a rule named
MSSQL 2012: Logins Per Second.
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FIGURE 2-36 Management pack rules

3. Right-click the rule, and click Properties. On the Overrides tab, shown in Figure 2-37, click
Disable to disable the rule, or click Override to change the parameters of the rule.
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B MSSQL 2012: Logins per Second Properties -
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View summary...

FIGURE 2-37 Configure overrides

4. When you click Override, you’ll be asked to choose between all objects of the class that the
override applies to, to a group, to a specific object of the class, or for all objects of another class.
If you only wanted to configure the override on logins per second for one SQL Server instance,
you’d choose the Specific Object Of The Class option.

5. On the Override Properties dialog box, you then select the parameter name that you want to
override, provide a new override value, select the option to enforce the override, and select an
unsealed management pack in which to store the override. You should create a management
pack to store for overrides of a specific management pack, otherwise it will be stored in the
default management pack. Figure 2-38 shows that the Frequency parameter of the MSSQL
2012: Logins Per Second rule has been altered to 500.
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effective value for this parameter.

Management pack

Select destination management pack:
Tailspin Tays Management Pack

FIGURE 2-38 Override properties

To configure an override for a monitor, perform the following steps:
1. In the Authoring workspace of the Operations Manager console, expand Management Pack
Objects, and click the Monitors node.

2. Select the monitor that you want to configure the override for. Figure 2-39 shows the Server
Resources monitor in the Exchange Server Management pack.
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FIGURE 2-39 Monitors

3. Right-click the monitor that you want to configure the override for, and click Properties.

4. On the Overrides tab, shown in Figure 2-40, click the Monitor that you wish to configure the
override for, and click Override. Click Disable if you want to disable the monitor instead.
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FIGURE 2-40 Monitor overrides

5. When you click Override, you’ll be given the option of creating an override for all objects in the
class, for a group, for a specific object, or for objects in another class. If you only want to
configure an override for a specific monitored object, rather than all objects the monitor is used
with, select Specific Object. You can only select a specific object if Operations Manager already
monitors that object.

6. On the Override Properties dialog box, select the parameter that you want to modify, set the
Override value, ensure that the Enforced checkbox is selected, and choose the unsealed
management pack in which to store the override. For example, in Figure 2-41, the Alert Priority
1s set to Medium, from Low.
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FIGURE 2-41 Override options

More Info: Overrides

You can learn more about Operations Manager management pack overrides at
http.//technet.microsoft.com/en-us/library/hh212869.aspx.

Tuning management packs

Tuning a management pack is the process of adjusting what the management pack is telling you so it
provides you with the information that you want to know, rather than the information that the
management pack authors think you need to know. When tuning management packs, you should
consult with the service owner, subject matter experts, and the operations team members who are
responsible for monitoring and responding to alerts.
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You can use the following approach when tuning management packs:
m Start by tuning the highest severity alerts first, and then work through towards the lowest.

m Remember that rules generate alerts that do not auto-close when the issue that caused the alert is
resolved. Alerts generated by monitors close, then the issue is fixed.

m Evaluate how actionable an alert is. Actionable alerts are those where you are informed what
event occurred to trigger the alert, and where there are clear steps to resolve the cause of the
alert. Consider disabling alerts for rules where no action is required.

m Evaluate the validity of the alert. Some alerts will inform you that they were triggered by a
particular event, such as a service failing. If you investigate and find that the service that
supposedly triggered the alert hasn’t failed, assess whether you should disable the alert.

m Evaluate whether multiple alerts are informing you about the same issue. You can suppress
those alerts that are providing you with duplicate notification about the same issue.

Microsoft provides the following recommendations for management pack tuning:

m Only import a single management pack at a time. This gives you a chance to concentrate on
tuning one management pack. Tuning more than one management pack concurrently consumes
substantially more time.

m Review alerts reported for servers monitored by the newly imported management pack. Use the
Alerts and Most Common Alerts reports to determine which alerts are being created the most
often, and use this as a starting point for tuning.

m Disable monitors or rules when you determine that you don’t need to be notified about a
particular issue.

m Alter the threshold of the monitor generating the alert if you want the underlying issue to be
monitored, but not at the sensitivity at which the current monitor is configured.

m Save overrides to an unsealed management pack that uses the name
ManagementPack Overrides. For example, call the management pack that stores the overrides
for the Microsoft Exchange Server 2013 management pack, Microsoft Exchange Server
2013 _Overrides. This simplifies the process of keeping track of overrides.

More Info: Management Pack Tuning

You can learn more about tuning Operations Manager management packs at
http.//technet.microsoft.com/en-us/library/hh230704.aspx.

Exporting management packs

Exporting a management pack allows you to create a backup of that management pack. This can be
useful for management packs that store overrides and customizations as exporting that management
pack allows you to save all of the overrides and customizations that you configured. This allows you to
then import the custom unsealed management pack to a management server in another management
group so that you can use the overrides and customizations with the sealed management pack in that
management group. For example, you might spend time tuning a new sealed management pack in a
development-monitoring environment before introducing it into a production-monitoring environment.
Prior to importing the management pack into the production environment, you would export the
customizations into a separate unsealed management pack, importing both the sealed and unsealed
management pack.

If you are using the Operations Manager console, you’re only able to export unsealed management
packs. If necessary, you can export a sealed management pack using the Export-
SCOMManagementPack Windows PowerShell cmdlet, though it is usually simpler to reimport the
sealed management pack from the location from which you originally obtained it.
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More Info: Exporting Management Packs

You can learn more about exporting management packs at attp.//technet.microsofi.com/en-
us/library/hh320149.aspx.

Configuring synthetic transactions

Synthetic transactions are a form of outside-in monitoring which do not require an agent on the
monitored object. Synthetic transactions are performed by a third computer, with the Operations
Manager agent installed, called a watcher node. Synthetic transactions are tests that are performed to
determine the availability or performance of one of the following items:

m OLD DB Data Source

m Process

m TCP Port

m UNIX or Linux Log File

m UNIX or Linux Process

m Web Application Availability
m Web Application Transaction
m Windows Service

You can configure Operations Manager to run tests against these items by configuring one of the
management pack templates, available through the Authoring workspace of the Operations Manager
console, and shown in Figure 2-42. The Application Performance Monitoring template, also listed here,
is covered later in the chapter.

Management Pack Templates - TailspinToys - Operations Manager = I:'-
File Edit View Go Tasks Toels Help

il:lgearch' L *= Add Monitoring Wizard - L - Find |[£] Tasks @" g

Authoring ﬁ Management Pack Templates 9 i
4 7 Autharing ~ | MName A
» [ Management Pack Templates = 7} OLE DB Data Source
#% Distributed Applicatiors ¢} Process Monitoring
= Groups —3 TCP Port
4 f}nl'lﬂana.gement Pack Object "¢ UNIX/Linux Log File Monitoring _
i AVEUES . _g UNLX/Linux Process Monitoring =
Add Monitoring Wizard...

"¢ Web Application Availability Menitoring

_|
P b Fpiney L o ] o [+1]
CELEE R T E 7 Web Application Transaction Manitoring -
New Group... J'f Windows Service E
3
wi

.. Monitoring

Details: v
;/f Authering

I = Reporting

Administration

Ready

FIGURE 2-42 Management pack templates
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The tests that form the basis of synthetic transactions are initiated from a computer termed a watcher
node. A watcher node can be a management server, a computer or device that hosts an Operations
Manager agent. When configuring certain synthetic transactions, you specify which computers will
function as watcher nodes, as shown in Figure 2-43.

g

E Choose Watcher Nodes

Monitoring Type

General Properties
Watcher node

Connection String
Choose agent managed computers to act as watcher nodes from different locations.
Query Performance

Waicher Nodes Select one ar mare agent managed computers:

Computer

[] HV-HOST-A. tailspintoys.internal
[ ] Hy-HOST-B. tailspintoys.internal
[ OpsMgr. tailspintoys.internal

[ | Orchestrator. tailspintoys.internal
[ SYD-DC. tailspintoys.internal

Run this query every:

EE |I'~"|inutes

FIGURE 2-43 Watcher nodes

More Info: Watcher Nodes

You can learn more about watcher nodes at Attp.//technet.microsoft.com/en-
us/librarv/hh457584.aspx.

OLE DB data source

You can use the OLE DB data source template to create a synthetic transaction to monitor the
performance and availability of any database, not just those running Microsoft’s SQL Server, that you
can establish a connection to through OLE DB. It’s possible to create this synthetic transaction even
when the computer that hosts the database does not have an Operations Manager agent installed.

To create a synthetic transaction using the OLE DB Data Source Wizard, perform the following
steps:
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1. Under Management Pack Templates, in the Authoring workspace of the Operations Manager
console, click OLE DB Data Source, and click Add Monitoring Wizard on the ribbon.

2. On the Monitoring Type page, select OLE DB Data Source, as shown in Figure 2-44, and click
Next.

Lg

' Select Monitoring Type

Monitoring Type

General Properties
Select the monitoring type

Connection String

Query Performance MET Application Performance Monitoring

\watcher Nodes OLE DB Data Source
Process Manitoring
Summary TCP Port
LN/ Linux Lag File Manitaring
N/ Linux Process Monitoring
Web Application Availabilty Manitoring
Web Application Transaction Manitaring
b Windows Service

Description:
This template allows you to monitor an OLE DB compliant data source. You can choose from a list of OLE DB
providers or supply a connection string to monitor the target data source.

:Ereuinus” Next > H Create H Cancel

FIGURE 2-44 OLE DB Data Source

3. On the General Properties page, provide a name for the monitor, and select an unsealed
management pack in which to store the monitor.

4. On the Connection String page, provide the connection string to the database that you will be
connecting to with the monitor. Provide a query that will be used to perform the test and specify
a timeout. Figure 2-45 shows a query against the Operations Manager database.
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H Test OLE DB Data Source Settings

Manitaring Type @ Help

(General Properties
Test Connectivity by using the OLE DB Provider

Connection String
Connection string:

Uuery Performance | QLNCLI11;5erver =OPSMGR Database =OperationsManager; Integrated Security=55P1] | Build..
\watcher Nodes

Summary
[v] Query to execute:

select * FROM [OperationsManager]. [dba]. [Cateqory]

Query time-out {in seconds):

@ Request processed successfully

Test Result in milliseconds
Connection Time L]

Execution Time 4

Fetch Time 15

FIGURE 2-45 Connection string

5. On the Query Performance page, select the measurements that you want to monitor, the error
threshold, and the warning thresholds, as shown in Figure 2-46.
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g

' Set Query Performance Thresholds

Manitaring Type

(General Properties

Connection String

Query Performance

b Mok [v] Connection time in milliseconds:

Summary [ Query time in milliseconds:

[+] Fetch time in milliseconds:

FIGURE 2-46 Query performance

6. On the Watcher Nodes page, specify the computers with the Operations Manager agent installed
from which the OLE DB test will be performed.

7. Complete the wizard to create the OLE DB synthetic transaction.

More Info: OLE DB Data Source

You can learn more about performing tests against OLE DB data sources at
http://technet.microsoft.com/en-us/library/hh457575.aspx.

Process

A process monitoring synthetic transaction allows you to monitor whether a specific process is running
on a computer. You can use a process monitoring synthetic transaction to determine the following
information:

m Number of processes running
m Amount of time that the process has been running
m Processor utilization of the process
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m Process memory utilization

When configuring a process monitoring synthetic transaction, you can also configure an alert to be
raised if the processor or memory utilization exceeds a specific threshold, as shown in Figure 2-47.

E Performance Data Collection Settings

Monitoring Type

(3eneral Properties
Performance counters

Process to Maonitor
] Generate an alert if CPU usage exceeds the specified threshold

CPU Usage (percentage):
Performance Data
g

[l Generate an alert if memory usage exceeds the specified threshold

Running Processes

Memary usage (ME):
W
v

Performance counter sampling

Specify the number of consecutive samples that should excesd a threshold
before an alert is generated

Mumber of samples:
3

o

Sampling interval:

5. Minutes v

FIGURE 2-47 Performance Data

More Info: Processes

You can learn more performing tests against processes at http.//technet.microsoft.com/en-
us/library/hh457551.aspx.
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TCP Port

A TCP Port-based synthetic transaction allows you to perform a test to determine if a service, host, or
device is contactable over the network. When creating a TCP Port-based synthetic transaction, you can
determine the following:

m Can the target host be contacted?

m [s the connection to the target host accepted?

m Has the connection to the target host timed out?
m Can the FQDN of the target host be resolved?

When configuring the TCP Port-based synthetic transaction, you specify the computer name or IP
address, and the port that you want the transaction to connect to. Figure 2-48 shows a synthetic
transaction that will connect to host Smtp.tailspintoys.internal on port 25.
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_' Test Port Settings

Monitoring Type

(3eneral Properties
Enter the IP address and port that you want to monitor

Target and Port
Computer or device name:

‘smm.milspintoys.internal

Port:

FIGURE 2-48 Target and port

More Info: TCP Ports

You can learn more about performing tests against TCP Ports at
http.//technet.microsoft.com/en-us/library/hh457544.aspx.

UNIX or Linux log file

The UNIX or Linux log file synthetic transaction type allows you to check whether specific text is
detected in a certain log file residing on a computer running the UNIX or Linux operating systems.
When configuring the synthetic transaction, you must provide the following information:

m Computer Name This is the name of a computer running UNIX or Linux that has the
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Operations Manager agent installed and which hosts the log file that you want to monitor. As an
alternative, you can specify a Computer Group, which will allow you to use the synthetic
transaction to monitor multiple computers with the UNIX or Linux operating system.

m Log file path The path to, and name of, the log file

m Regular expression This is a regular expression to detect the text that must occur in the log file
to trigger an alert. If the text is a simple string, you don’t have to use a regular expression.

More Info: UNIX or Linux Log Files

You can learn more about performing tests on UNIX or Linux log files at
http.//technet.microsoft.com/en-us/library/hh457589.aspx.

UNIX or Linux Process

You can use the UNIX or Linux Process synthetic transaction type to determine if a particular process
is currently running on a computer running the UNIX or Linux operating systems that have the
Operations Manager agent installed. When configuring a synthetic transaction type to determine if a
process is running on a computer with a supported UNIX or Linux operating system installed, you must
provide the following information:

m Process name The name of the process.

m Computer group The Operations Manager computer group that contains the UNIX or Linux
hosts that you want to check for the process.

m Alert sensitivity The sensitivity of the alert to raise if the process is not running.

You can also configure a regular expression to filter process arguments to separate multiple
instances of a process with the same name.

More Info: UNIX or Linux Processes

You can learn more about performing tests against UNIX or Linux Processes at
http://technet.microsoft.com/en-us/library/hh457572.aspx.

Web application availability

A web application availability synthetic transaction allows you to create a monitoring test for one or
more web application URLSs to determine that they respond to basic requests. To create a web
application availability synthetic transaction, perform the following steps:

1. Click the Management Pack Templates node in the Authoring workspace of the Operations
Manager console, and then click Add Monitoring Wizard on the ribbon.

2. On the Monitoring Type page, select Web Application Availability Monitoring, as shown in
Figure 2-49, and click Next.


https://www.safaribooksonline.com/library/view/exam-ref-mcsa/9780133951943/ch02.html#ch02fig49
http://technet.microsoft.com/en-us/library/hh457589.aspx
http://technet.microsoft.com/en-us/library/hh457572.aspx

H Select Monitoring Type

Monitoring Type

(General

\rhat to Monitor

\tihere to Monitor From

Viw and Validate Tests g OLE DB Datz Source
L Process Monitoring

Summary
"¢} UNIX/Linuzx Log File Moritoring

[, NI/ Lineze Process Montoring

Y Weh Application Avaiabiity Moritaring
¢} Web Applcation Transaction Menitaring
s Windows Service

Description:
This template allows you to create availability monitoring tests for one or more Web Application URLs and nun these monitoring tests from
intemal or extemal locations.

‘:EreviousH Nead > || Create H Cancel ‘

FIGURE 2-49 Web application availability monitoring

3. On the General page of the Add Monitoring Wizard, provide a name for the synthetic
transaction monitor, and specify an unsealed management pack in which to store the
transaction’s settings.

4. On the Enter URLs To Be Monitored page, specify the website name and the website address.
Figure 2-50 shows the default IIS site of the server named Orchestrator.tailspintoys.internal.
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E What to Monitor

Monitoring Type @ Help

(General
Enter URLs to be monitored

\nthat to Monitor

Where to Monitor From Add URLs to the list by typing, pasting or importing a file into the table, including the appropriate protocal (httpelf or https ). You can
paste entire rows 33 pairs of comma-separated values (CSY) that is in the format Hame, URL' or you can paste just the list of URLs.

View and Validate Tests

Summary
epAdd. mmRemove

URL
Orchestrator http://orchestrator tailapintoys intemal

FIGURE 2-50 URLSs to monitor

5. On the Where To Monitor From page, specify which computers that have the Operations
Manager agent installed will function as watcher hosts.

6. On the View And Validate Tests page, click Run Test to verify that the synthetic transaction
works, as shown in Figure 2-51.
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Test Results: -

URL:

|hﬁp -/ forchestrator tailspintoys intemal

Besult:

The request was processed successfully.

DNS resolution time (milliseconds): Total response time (milliseconds):

2 | r |
HTTF status code: Response body size (bytes):

200 | [ |

Server certificate expiration (days):

4294967295 |

Close

FIGURE 2-51 Test results
7. Complete the wizard to create the synthetic transaction.

More Info: Web Application Availability

You can learn more about performing tests against web application availability at
http.//technet.microsoft.com/en-us/library/hh881883.aspx.

Web application transaction

A web application transaction synthetic monitor goes further than a web application availability
synthetic transaction as it not only verifies that the target web application is available, but that the web
application responds to specific prompts and inputs, including authentication.

You can use the Web Recorder to record a browser session that includes multiple requests to a target
web application. You can then use the information generated by the Web Recorder as the transaction
used in the synthetic monitor.

To record a web application session and then create a synthetic monitor based on that information,
perform the following steps:

1. In the Authoring workspace of the Operations Manager console, select Web Application
Transaction Monitoring under Management Pack Templates.

2. In the Tasks menu, click Custom Actions, and then click Record A Browser Session.
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3. On the Web Application Editor, shown in Figure 2-52, provide a name and select an unsealed
management pack in which to store the session information.

1. Name Your Web Application
Choose a name that best matches the web application you want to create. You can fill a description for it if you like.

Name: Descripbon (ophonal):
|Web Application Transaction Demanstration

2_Save to a Management Pack
Select a management pack where your web application will be saved.

Management Pack:

{Tailspin Toys Management Pack

FIGURE 2-52 Web application editor

4. On the Web Application Editor - Browsing Session dialog box, click Start Capture. Internet
Explorer will launch. Browse to the web application and perform the interaction that you want to

test.

5. When you complete the browsing session, close the browser, click Stop Capture, click Apply on
the Web Application Editor, then select a watcher node, and click Apply again. Verify that the
Web Application Data Imported Successfully message is displayed, as shown in Figure 2-53,
and then close the Web Application Editor dialog box.
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Web Application Editor - Web Application Transaction Demonstration M

Monitoring browser sessions Actions
Web Site - Requests Stop Processing Weh Requerl 5
I oirg. co
@ Insert request

@ Start capture
Stop capture

E Group requests
i Moveup
& Move down
7 Delete
Properties
Request Details: Web Application «
" H Lal
http:/ /www.bing.com e Configure settings
Setting any criteria below will generate an error health state for this request:
Run Now S
Hitp Status Code: | Greater than or equals v‘ | 'HJEI‘ IE
[ ] Content Match: 3 Z|| ® RunTest
View Test Results
Dﬂespnnse'ﬁme: Seconds

View Full Results

/| Generate an alert if any error criteria is met.
o Y Resources -

(] [ Stop processing the subsequent requests if any errar criteria is met. }
I@ Monitoring web sites

Iﬁl Creating
components

Setting any criteria below will generate a warning health state for this request: v

You can verify the criteria by dlicking "Verify"

To discard your changes and edit another request, click ‘Discard Changes”

@ Web Applicationdata imported successfully!

FIGURE 2-53 Web application editor

Clicking Apply creates the web application synthetic transaction. You can also create the web
application synthetic transaction by performing the steps in the wizard.

More Info: Web Application Transactions

You can learn more about performing tests against web application Transactions at
http://technet.microsoft.com/en-us/library/hh457553.aspx.

Windows Service

You can create a Windows Service synthetic transaction to determine the state of a service running on a
Windows-based computer. When configuring the transaction, you need to provide the following
information:

m Service name
m Operations Manager computer group

Once the service is selected, you can configure alerts to be triggered if specific CPU and memory
thresholds are exceeded. Figure 2-54 shows a Windows Service synthetic transaction where an alert
will be triggered if the CPU utilization exceeds 80 percent and the memory utilization exceeds 150 MB.
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H Set Performance Data Collection Settings

Monitoring Type

(General
Performance counters

Service Details
] Generate an alert if CPL usage exceeds the specified threshold

CPU Usage (percentage):
g
L¥ ]
] Generate an alert if memory usage excesds the specified threshold
Memory usage (MB):

Performance counter sampling

Performance Data

Specify the number of consecutive samples that should exceed a threshold
before an alert is generated

MNumber of samples:

FIGURE 2-54 Performance data

More Info: Windows Service

You can learn more about performing tests against Windows Services at
http.//technet.microsoft.com/en-us/library/hh457595.aspx.

O Exam Tip

Remember the different types of synthetic transactions that you can configure.
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Using Global Service Monitor

System Center Global Service Monitor is a cloud service that allows you to perform outside-in
monitoring of your organization’s external web-based applications. Outside-in monitoring is a type of
monitoring that checks the availability and functionality of the monitored web-based application from a
location external to your organization’s internal network. Rather than checking whether a web-based
application is functioning from the perspective of a user and host on your organization’s internal
network, a series of tests are performed against the web application from multiple locations around the
world including:

m Amsterdam, Netherlands

m Chicago, United States

m London, United Kingdom
m Los Angeles, United States
m Miami, United States

m Moscow, Russia

m Newark, United States

m Paris, France

m San Antonio, United States
m Sao Paulo, Brazil

m Singapore

m Stockholm, Sweden

m Sydney, Australia

m Zurich, Switzerland

Global Service Monitor runs tests against the web application, rather than just verifying that the web
server that hosts the application is responding to traffic requests. You can configure tests using Global
Service Monitor where a test user signs on to the web application and performs certain tasks, such as
ordering an item from an online store.

Global Service Monitor has the following conditions:
m System Center 2012 Operations Manager or later must be deployed in your environment.
m You must have a System Center Global Service Monitor subscription.

m The Operations Manager servers in the management server pool that will be used with Global
Service Monitor must be able to communicate with hosts on the Internet using the HTTP
protocol.

m Windows Identity Foundation must be installed on the management server that communicates
with the Global Service Monitor servers in the cloud.

Global Service Monitor provides the following dashboards:

= Summary Dashboard This dashboard provides simple availability information through a world
map showing the locations that monitoring is being performed from. It also displays rollup test
status for each location.

m Detailed Dashboard This dashboard allows you to view the results of specific tests and alerts.
For each web application that you are monitoring, you can check a location, and the tests
performed from that location that you want to investigate.

m Health Explorer This allows you to view the health status of a web application availability test
on a per-location basis.

m Test Visualization Dashboard This allows you to view Global Service Monitor web test
results, including performance data.



More Info: Global Service Monitor

You can learn more about System Center Global Service Monitor at
http://technet. microsoft.com/en-us/library/jj860368.aspx.

Application Performance Monitoring

Application Performance Monitoring (APM) allows you to monitor Internet Information Services (IIS)
hosted .NET and Windows Communication Foundation (WCF) applications from both the server and
client side perspectives. This allows you to use Operations Manager to collect detailed information
about a specific application’s performance of reliability.

You use the .NET Application Performance Monitoring Template, available through the Authoring
workspace of the Operations console, to configure Application Performance Monitoring. To view
Application Performance Monitoring event details, it is necessary to have installed an instance of the
Operations Manger web console. You’ll also have to import the following management packs and their
dependencies:

m Windows Server 2008 IIS 7.0
m Operations Manager APM Web IIS 7

If monitoring Windows Server 2012 or Windows Server 2012 R2, you’ll need to import the
following management packs and their dependencies:

m Microsoft Windows Server 2012 IIS 8
m Microsoft System Center APM Web IIS 8

Once these management packs are installed, you’ll be able to view the ASP.NET applications that
Operations Manager finds in the Monitoring workspace, under Application Monitoring, under the .NET
Monitoring node in the ASP.NET Web Application Inventory node. You’ll be able to view WCF
applications under the IIS Hosted WCF Web Service Inventory node. Once APM discovers an
application, IIS will usually need to be restarted. This allows the application pools to recycle, enabling
the APM extensions, and allowing the APM function, to be registered with the application.

The server-side monitoring capabilities of APM include:
m Performance event monitoring and alerting
m Exception event monitoring and alerting
m Modifying performance event threshold

m Configuring performance event monitoring thresholds and sensitivity on a per-namespace or
per-method basis

m Configuring exception event monitoring types on a per-exception or per-exception handler basis.
The client-side monitoring capabilities of APM include:
m Performance event monitoring and alerting
m Exception event monitoring and alerting
m Performance event thresholds for:
m Page load
m Asynchronous JavaScript and XML
m WCF
m Collecting data related to images, scripts, CSS, HTML, global variables, and exception stack
m Collecting load balancer header data
To configure Application Performance Monitoring, perform the following steps:

1. In the Authoring workspace of the Operations Manager console, click Management Pack
Templates, and then click Add Monitoring Wizard on the ribbon.

2. On the Monitoring Type page, shown in Figure 2-55, click .NET Application Performance
Monitoring.
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' Select Monitoring Type

Monitoring Type

(3eneral Properties

\rhat to Monitor

Server-5ide Configuration

Summary

"¢} UNIX/Linuzx Log File Moritoring

[, NI/ Linze Process Montoring

"¢} Web Application Avaiabiity Moritoring
¢} Web Applcation Transaction Menitaring
Ty Windows Service

Description:
This template lets you manitor ASP.NET and WCF Applications hostedin 115 7.0and 115 8.0, in addtion to Windows Services that use the | » ..
Microsoft NET Framework. To monitor ASP NET applications and web services, you must install and import either the Windows Server

2008 Intemet Information Services 7.0 management pack orthe Windows Server 2012 Intemet Information Services 8.0 management
pack. To use this template to monitor @ Windows service that is based on the NET framework with the APM feature, you must install the

‘:EreviousH Nead > || Create H Cancel ‘

FIGURE 2-55 NET Application Performance Monitoring template

3. On the General Properties page, provide the name of the monitor and specify an unsealed
management pack in which to store the monitor files.

4. On the What To Monitor page, click Add. On the Object Search page, click Search. A list of
web applications and services that have been discovered on servers that host the Operations
Manager agent will be displayed. Select the applications that you want to manage, and click
Add. This dialog box is shown in Figure 2-56.
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To add ohjects, search for the objects and then add them to the selected objects list.

Search for:
Web Applications and Services

Eilter by part of name (optional):

Auailable items

Compaonent Application Path

ﬂ@rchestmtorﬂﬂﬂ Microsoft System Center 2012 Orchestrator Web Service/...
2l Trade Defautt Web Site/Trade

aTradeWebBSL Default Web Stte/TradeWebBSL

ﬂWST&Bt'IE Default Web Site/W5Test15

Selected objects
Component Application Path

e Trade Defautt Web Site/Trade

2 TradeWebBSL Default Web Site/TradeWebBSL
e WSTest15 Default Web Site/WSTest15

FIGURE 2-56 Web application search

5. On the Server-Side configuration, select Enable Additional Configuration Options For Server-
Side And Client-Side Monitoring, as shown in Figure 2-57, and then click Advanced Settings.
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H Server-Side Configuration

Monitoring Type

(3eneral Properties

Configure the default monitoring settings

What to Manitor
Server-Side Configuration Event monitoring

Server-5ide Customization ] Turn on performance event alerts
Client-Side Configuration ] Turn on exception events alerts

Enable Client-Side Monitoring
Configure performance event monitoring

Performance event threshold (ma):
500 G

Use advanced settings to further customize the configuration for the application group

Summary

e

] Enable additional configuration options for server-side and client-side monitoring

FIGURE 2-57 Server-side configuration

6. On the Advanced Settings page, review the current configuration, click Use Default
Configuration, and then enable exception event monitoring for Application Failure Alerts, as
shown in Figure 2-58.
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[w] Turn on exception events alerts

Configure performance event monitoring
Performance event threshold (ms):

15000 <

Senzitivity threshold (ms):

|1uu

Configure exception event monitoring

[w] Security alerts (® Critical exceptions only

[w] Connectivity alerts O All exceptions

[ ] Application failure alerts

™ % Exception Events/sec exceeds ... at-C-| minutes

[v] |% Peformance Events/sec excee. ..
[v]

Average Request Time exceedst...

Monitored servers

You can target a group to limit the scope of the monitoring to the group of servers.

Targeted group: § Search... == Remove

Use Default Configuration

FIGURE 2-58 Advanced monitoring settings

7. On the Server-Side Customization page, select the first segment, and click Customize. Verify
that you can configure separate performance event monitoring settings for each application
segment, and then click OK.

8. On the Client-Side Configuration page, enable performance event alerts and exception event
alerts, as shown in Figure 2-59. Review the page load threshold, and Ajax and WCF threshold
settings.
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' Client-Side Configuration

Monitoring Type

(3eneral Properties

Configure client-side monitoring

\rthat to Monitar

Server-Side Configuration Event monitoring
Server-5ide Customization ] Turn on performance event alerts
Client-Side Configuration ] Turn on exception events alerts

Enable Client-Side Monitoring
Configure performance event collection

Summa
% Page load threshold (ms): Ay and WCF threshold (ms):

\wmu

Configure client IP address filter
pAdd... / Edit.. == Remove

Deny Type
P iz not in subnet

Mare about client P address filters

Use advanced settings to further customize the configuration for the application group

FIGURE 2-59 Client-side configuration

9. On the Enable Client-Side Monitoring, review the information presented, and then complete the
wizard. Note that it is likely that you’ll need to restart IIS on the server that hosts the web
application.

More Info: Application Performance Monitoring

You can learn more about Application Performance Monitoring at
http.//technet. microsoft.com/en-us/library/hh457578.aspx.
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Creating distributed application models

A distributed application is one that consists of multiple objects. For example, a distributed application
could comprise a database running on one monitored computer, a web server running on another
computer, and a device that functions as a network load balancer. In Operations Manager, you can
monitor each of the disparate objects that comprise the distributed application as a way of monitoring
the overall health of the application. To be included in a distributed application, Operations Manager
must already monitor each of these objects before you can add them to a distributed application using
the Distributed Applications Designer, a tool available from the Operations Manager console.

The Distributed Application Designer allows you to create distributed applications using a graphical
tool. This graphical tool is shown in Figure 2-60. The figure shows three groups named Databases,
Management Servers, and Infrastructure.

Distributed Application Designer - APP-ONE =ilE -

File  View Help

Hga\re @Objects @Addgompnnent %, Create Relationship ., Remove {)Reset | Propetties Org Chart (North-Soutr = S Relayout | & &

Objects

Search for ohjects; =
Advanced Search Jﬂ Datahases B =
@ Management Servers B
i LAl MSSQUSERVER [CpsMgrtailspintoys.. o
rganize UDJect | ypes :E MSSQLSERVER [Orchestrator ailspin.. @ All Management Servers Resource P..
'I_.']Distributed Application Companent (0) f !
@ Object (295)
Object Path A
@ Sum | =
i' SYD-DC taispintoysirt... @ Infrastructure rﬂ
Bl 5YDC taispintoysint... SYD-IC. i -
CSYDC taisirtoysit i SYD-DCAailspintoys.intemal J
I SYD-OC talspintoysint.. SYD-C..
Ed ST Ctapirtogsint.. Mcrosdf.. 5
@ SystemCenterCube ; i g
@ SystemCerterCube/M...
E?:Ta”spirﬂws Netwark D... Distributed Application details
G Tailspirtoys Network .. v
APP-ONE
(bject Path
Key Details Views
Select an object above to view detals i o
Distributed Application Description: ﬂ State View
Distributed Application Template; Blank ﬂ Mert View
Component Groups: 3 J Diagram View
[l SQL DB Engine 2)
* Some links are disabled because the selected object has not been saved yet
7% Service (1)

FIGURE 2-60 Distributed Application Designer

You create distributed applications with the distributed application designer by using the following:

m Objects Any object that has been discovered by Operations Manager can be used when building
a distributed application.

m Component Groups These are collections of objects. Before you can add an object to a
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distributed application, you need to add that object to the component group. Component groups
can contain any type of object, though it’s also possible to restrict component groups to objects
of a specific class.

m Relationships These allow you to express that a relationship exists between two different
component groups.

You can build a distributed application in the Distributed Application Designer from a blank
template, or use one of the following built-in templates listed in Table 2-1.

Template Name Description Container Groups Contained Classes
Line of Business Includes groups that describe | Web Sites Web Sites
Web Application a common web application Databases Database
Messaging Includes groups commonly Messaging clients Computer Role
used by messaging services. Messaging com- ® Distributed Applica-
This template is shown in ponents tion segment
Figure 2-61. ; ) . T
B Directory Services Logical Application
B Network Services B Llogical Hardware
B Storage segment
m Physical Network B Network Device
B Perspective
B Physical Entity
B Service
NET 3-Tier Includes objects and data B Client Perspective B Perspective
Application f_rom synthetic transac- B Presentation Tier B ASP.NET application
tions as well as data gener- : i o
Performance Monitoring B Data Tier segment
®m Database

TABLE 2-1 Distributed application templates

To create a distributed application, perform the following general steps:

1. In the Authoring workspace of the Operations Manager console, right-click Distributed
Applications, and click Create A New Distributed Application.


https://www.safaribooksonline.com/library/view/exam-ref-mcsa/9780133951943/ch02.html#ch02tab01

File  View Help
| @ (Objects | [T Details ;Ehdd Component % Create Relationship % Remove §) Reset || Properties

[ﬁ‘:‘ APP-FOLR Messaging Clients E]

Search for objects:

Advanced Search

Y
"0 ABR-FOUR Messaging Componants :*l]

Organize Object Types

Only 7 Object Types can be visible in the
Object Picker. In this window, you can
organize what Object Types you want to L i

make visible and which ones you want ta not [il APP-FOUR Directory Services 'al] [. APP-FOUR Storage

show.

E Computer Role

[v] ] Distributed Application Component ! ¥
v Local Appiication [ﬁ APP-FOUR Network Sevices EJ

Logical Hardware Component
[VI5® Network Device
[l Perspective
% Physical Entity

Service 1 | ]
__rf APR-FOUR Physical Network
\

<| n |

C Role Distributed Application details

[ [ Pistributed Application Component APP-FOUR

[} Local Application Key Dela e

[m Logical I Distributed Application Description; iis| State View
¥ Network Device Distributed Application Template: Mlert View

: Component Groups: Diagram View
Ry’ Perspective

$Sﬁui-::e

* Some links are disabled because the selected object has not been saved yet.

FIGURE 2-61 Messaging distributed application

2. On the Create A Distributed Application dialog box, shown in Figure 2-62, provide a name for
the distributed application, choose a template, and choose an unsealed management pack in
which to store the application.


https://www.safaribooksonline.com/library/view/exam-ref-mcsa/9780133951943/ch02.html#ch02fig62

ﬁ Create a Distributed Application

1. Name Your Distributed Application

Choose a name that best matches the distributed application you want to create. You can fill a description for it if
you like.

Name: Descriphon (optonal):
Mew Distributed Application

2. Choose Distributed Application Template

Select a template that most closely matches the distributed application you have deploved. A distributed application
object will be created along with a set of monitors, rules, views, and reports.

Template: Descnption:

MET 3-Tier Application This distributed application is used for general purposes. This
Line of Business Web Application template will allow you to start from a blank slate and compose
your distributed application from the ground up.

Messaging
Blank {Advanced)

View Details

3. Save to a Management Pack
Select a management pack where your distributed application and its components will be saved.

Management Pack:

Tailspin Toys Management Fack

FIGURE 2-62 Blank application designer template

3. Click Add Component, to add a new component to the distributed application.

4. In the Create New Component Group, shown in Figure 2-63, specify the object classes that you
want to include in the component group.
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Create New Component Group -

Name your component group:

MNew Component |

‘what ohjects do you want to add to this component group?
O Al Objects
(® Objects of the following type(s):

Connector
Global Settings
Microsoft SystemCenter IntemalWordlow Target
Microsoft SystemCenter Warehouse Cube CubeMetadata
Microsoft. SystemCenter Warehouse . Dimension
Microsoft SystemCenter Warehouse . Dimension . ProcessingInterval
i Microsoft. SystemCenter. Wordflow Target
Collection
9 Configuration tem
[+ Logical Entity
- Priysical Ertity
= D@- Extension base class
W ManagementPack element base class
@ Management Pack subelement base class

Coidmmminem bmmm mlmme

FIGURE 2-63 Component group objects

More Info: Distributed Applications

You can learn more about distributed applications at http.//technet.microsoft.com/en-
us/library/hh457612.aspx.

5. Populate the component group by dragging objects to it from the sidebar. Create relationships
between component groups by clicking Create Relationship, and selecting the source and
destination component groups.

q Exam Tip

Remember that objects in the Distributed Application Designer must be members of
component groups.
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Thought experiment: Travel booking application at Margie’s Travel

The developers at Margie’s Travel have just deployed a .NET application across several virtual
machines on your organization’s perimeter network. One VM hosts the IIS segment, and
another hosts the web application’s database tier. This application is supposed to be available to
users around the world.

With this information in mind, answer the following questions:

[t

. Which service should you configure to verify that the external web application is available
to people around the world?

. What would you configure to monitor the web application as a single entity?

2
3. What would you configure so that you can assess and monitor the performance of the web
application?

Objective summary
® You can tune a management pack so that it presents you with information that is relevant for
your particular environment.

m Tuning involves configuring overrides for monitors and rules that change how each of these
work.

m When tuning a sealed management pack, you store the overrides in a separate unsealed
management pack

m Synthetic transactions allow you to create monitors for a variety of items, including UNIX and
Linux processes, Windows Services, web applications, and OLE DB data sources

m Global Service Monitor allows you to configure remote monitoring of externally available web
applications

m Application Performance Monitoring allows you to configure advanced monitoring for NET
and WCEF applications

m Distributed application models allow you to create models of applications that depend upon
multiple disparate segments.

Objective review

Answer the following questions to test your knowledge of the information in this objective. You can
find the answers to these questions and explanations of why each answer choice is correct or incorrect
in the “Answers” section at the end of the chapter.

1. Which type of synthetic transaction would you configure to verify that a SQL Server database
was responding to remote queries?

A. Windows Service.

B. TCP Port.

C. OLE DB data source.

D. Web application availability.

[

. Which type of synthetic transaction would you configure to verify that a specific web
application was available? (choose the best answer)

A. TCP Port.
B. Windows Service.
C. OLE DB data source.

D. Web application availability.

(93]

. Which type of synthetic transaction would you configure to verify that your ISP’s SMTP Smart
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Host was available to route outgoing email traffic?
A. OLE DB data source

B. Windows Service

C. Web application availability

D. TCP Port

Objective 2.3: Create monitoring reports and dashboards

Once you’ve configured the monitoring of the objects in your organization, you can view the
monitoring data in a variety of ways. Service level tracking allows you to configure performance and
availability benchmarks as a way of measuring whether the services that you are monitoring are
meeting the availability and performance expectation of the stakeholders who use them. Reports allow
you to generate visual representations of the information gathered by Operations Manager. Dashboards
allow you to configure at-a-glance representations of important information.

This section covers the following topics:
m Service-level tracking

m Reports
m Dashboards

Service level tracking

You can use Operations Manager to monitor how well your organization is meeting service level
agreements (SLA) and/or operating level agreements (OLA). This is done by configuring Operations
Manager to track service availability and performance against agreed upon benchmarks between the
organizations participating in the SLA or OLA.

To perform service level tracking in Operations Manager, you define a specific service level
objective (SLO) in terms of a set of monitors, such as performance and availability. You then schedule
and access regular reports to verify that the SLOs are being met, or, if they aren’t, change processes so
that the SLOs will be met.

More Info: Monitoring Service Level Objectives Using Operations Manager

You can learn more about monitoring service level objectives using Operations Manager at
http.//technet.microsoft.com/en-us/library/hh212753.aspx.

Application SLOs

Monitoring an application SLO with Operations Manager involves ensuring that availability and
performance goals are being met. To define a SLO against an application, in this case the SQL Server
2012 database engine, which requires a SQL Server management pack, using Operations Manager,
perform the following steps:
1. In the Authoring workspace of the Operations Manager console, click Service Level Tracking
under Management Pack Objects.

2. On the ribbon, click Create.

3. On the General page of the Service Level Tracking Wizard, type the name SQL Server 2012
OpsMgr SLO.

4. On the Object To Track page, ensure that an unsealed management pack is selected, and then
click Select.

5. On the Select A Target Class dialog box, click Distributed Application, and then click All. In the
list of results, click SQL DB Engine, as shown in Figure 2-64, and then click OK.
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Select a Target Class

Select the class, group, or object that you want to target from the list below. You can also filter or sort the list to make

tems easier to find.

Look: far:

| Clear

Search result filter:

Al

Target

SOL Components

SOL Computers

S0l Database

0L DE Engine

0L DE File

S0L DE File Sroup

S0L DB Perspedtive
SOL Distributor

0L Instances

S0L Integration Services
S0L Publication

0L Publisher

SOL Reporting Services
S0L Role

Management Pack

SCL Server Core Libirary
SOL Server Core Library
S0l Server Core Library
0L Server Core Libirary
SOL Server Core Libirary
SOl Server Core Library
SOL Server Core Library
0L Server Core Library
SCL Server Core Libirary
S0l Server Core Library
0L Server Core Library
SCL Server Core Libirary
SCL Server Core Libirary
SOl Server Core Library

Description

A group containing all components related to Microsoft &
A group containing all Windows computers thatare runn
All Micrasoft 5OL Server databases regardless ofwersion

Aninstallation of anwwersion of Microsoft 50L Server Dat
All Micrasoft 5OL Server database files independent of th
All Micrasoft 500 Server database file groups independer
All Micrasoft SOL Server database perspectives independ
Al Microsoft 501 Server distributors regardless of versiar
A group containing all instances of Microsoft S0L Server
Aninstallation of Microsoft 5OL Server Integration Servic
Al Micrasoft 501 Server publications regardless af versio
All Micrasoft 50L Server publishers regardless ofwersion,
Aninstallation of Microsaft SOL Server Repoarting Service
Aninstallation of anywersion of any Microsoft 500 Server

0L Server 2012 Agent S0L Server 2002 [Discovery]  Microsoft 0L Server 2012 agent component
SOL Serwer 2012 Agent Job 501 Server 2002 [Discovery]  All Microsoft 500 Server 2012 agent jobs, W

£ [[]] *
11485 total Targets, 1149 visible, 1 selected

| Help || 0K || Cancel

FIGURE 2-64 Target class

6. On the Object To Track page, click a group or object that contains objects of the targeted class,
and then click Select. On the Select An Object dialog box, select the SQL Server instance on the
operations manager server that is of the class SQL 2012 DB Engine, as shown in Figure 2-65.
This will ensure that the SLA only applies to this specific instance of the database engine.
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Select an Object

B

Enter search keywards from the name of the group that contains object from the class you want to target, and click

search.

Look for:

Search

Group or Object

E]i:i Orchestrator tailspirtoys intemal
igj SYD-0C tailspintoys intemal
igj QpsMgr tailspintoys.intemal

-'ﬁ’,_!; Management Configuration Service
¥ Management Corfiguration Service

L MSSGLSERVER
P " MSSQLSERVER
E’ OpsMar tailspintoys irtemal
@ OpsMar tailspintoys irtemal

T Ops Mar tailspintoys intemal
€

= Al Management Servers Resource ..
% Al Managemert Servers Resource .
. Data Access Service - OpsMartails. .
85 Data Access Service - OpsMar tails...

:’ Microsoft Windows Server 2012 R
pﬁ-l Microsoft. SystemCenter. Apm .CsmA....
ﬂ Microseft. SystemCerter. Motification. ..

Path

Microsoft SystemCenter AgertWatch .
Microsoft SystemCenter AgertWatch ...
Microsoft. SystemCenter CollectionMa...
OpsMar tailspirtoys irtemal

OpsMar tailspirtoys irtemal

OpsMar tailspintoys irtemal

QpsMar tailspintoys.intemal

OpsMar tailspintoys irtemal

OpsMar tailspirtoys intemal

OpsMar tailspintoys irtemal

QpsMgr tailspintoys.intemal

OpsMar tailspirtoys irtemal

OpsMar tailspintoys irtemal
DpsMgrtailspintoys.intemal

OpsMar tailspintoys irtemal

OpsMar tailspintoys irtemal

OpsMar tailspintoys intemal
m

Class ”
Health Service Watcher (Agert)
Health Service Watcher (Agert)
Health Service Watcher (Collection
Operations Manager Operational Dz
Operations Manager Data Warehaov
Windows Service Endpaint

Data Access Service

Management Carfiguration Service
Windows Service Endpaint

Windows Operating System
Client-Side Monitoring Agent
Motification Server

SQL Server 2012 Reporting Service
SQL Server 2012 DB Engine

MET Application Manitaring Agent
Root Management Server Emulator
SQL Server 2012 Installation Seed | ™

FIGURE 2-65 Object selection

7. On the Service Level Objectives page, click Add, and then click Monitor State SLO. Monitor
state SLOs allow you to track the availability of the application.

8. On the Service Level Objective (Monitor State) dialog box, provide a name for the objective,
and list the states that qualify as downtime for the objective. The states that you select will be
dependent on the agreement made between the stakeholders. Figure 2-66 shows a 99.99 percent
service level objective goal where Unplanned Maintenance, Unmonitored, Monitoring
Unavailable, and Monitoring Disabled count as downtime. Click OK.
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Service Level Objective (Monitor State) -

Enter a name for the SLO and then set the desired thresholds or states to track.

Service level objective name:
|D|:|s Mar DB Engine |

Targeted class
|SQL DB Engine | [ Seiect... |

Monitor:

Lvailability v|

Service level objective goal (%):
55.000 2

b

Specify the states you want to be counted as downtime in this ohjective:

Unplanned maintenance
Unmonitored

Manitoring unavailable
Manitor disabled

[ ] Planned maintenance

[] Warning

| oK || Cancel

FIGURE 2-66 SLO Monitor configuration

9. On the Service Level Objectives page, click Add, and then click Collection Rule SLO.
Collection rule SLOs allow you to track the performance of the application.

\ ) Exam Tip
Remember the difference between Monitor State SLOs and Collection rule SLOs.

10. On the Service Level Objective (Collection Rule) dialog box, provide a name. Next to
Performance Collection Rule, click Select. You can only select an existing performance
collection rule. You can create rules from the Authoring workspace of the Operations Manager
console. For example, if the SLO were about ensuring that the SQL Server DB engine never
exceeded 90 percent processor utilization, you’d use a performance collection rule related to
processor utilization.

11. On the Service Level Objective Goal drop down menu, select Less Than, and specify 90. This
means that the engine should not exceed 90 percent processor utilization.

12. Complete the wizard.



More Info: Application SLOs

You can learn more about monitoring application related service level objectives using
Operations Manager at http.//technet.microsoft.com/en-us/library/hh212753.aspx.

Group SLOs

You can configure a SLO against a group of computers by monitoring the computer objects
collectively. To create an SLO against a group of computers, perform the following tasks:

1. First create a group that contains the computers that you will monitor by clicking Create A New
Group when the Groups node is selected in the Authoring workspace of the Operations Manager
console.

2. On the General Properties page, enter a name for the group and specify an unsealed management
pack in which to store the group settings.

3. On the Explicit Members page of the Create Group Wizard, click Add/Remove Objects. This
will open the Object Selection dialog box.

4. On the Object Selection dialog box, enter the domain suffix, and click search. This will list all of
the computers in a particular domain. You can use other search parameters as necessary. Add
the Computer objects to the group. Figure 2-67 shows the computer objects for
OpsMgr tailspintoys.internal, Orchestrator.tailspintoys.internal, and SYD-
DC.tailspintoys.internal.
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Create Group Wizard - Object Selection _

Select objects to be members of this group.

Search for:

| Object v|

Eilter by part of name {optional):
|1ﬁilspintuys.internal | | Search

Ayailable items

Mame Path Full Name ~
_:-jh Orchestrator tailspintoys intemal Microsoft. Windows . Computer:Orchestr...
E_:] Orchestrator tailspintoys intemal Micrasoft SystemCenter ManagementS ...
m Orchestrator tailspintoys intemal Orchestrator tailspintoys intemal  Microsoft SQLServer 2012 Seed:Orch..
% Report Console Watcher{DpsMar...  OpsMar tailspintoys intemal Microsoft. SystemCenter. ReportConsol ..
@ml.rter.tailspintws.irrtemal System.NetworcManagement.Pending... o
j " 8YD-DC tailspintoys intemal Micrasoft Windows Computer:SYD-DC.
E:! SYD-DC tailspintoys intemal SYD-DC tailspintoys intemal Microsoft. SystemCenter HealthService... W
; i Bemave
Selected objects
Mame Path Full Mame
- OpsMar tailspintoys intemal Microsoft. Windows Comput ...
i 4 Orchestrator tailspintoys intemal Microsoft Windows Comput ..

3 4 SYD-DC tailspintoys intemal Microsoft Windows Comput...

FIGURE 2-67 Create group

5. Verify that the members that you want to monitor are members of the group, and complete the
wizard.

6. In the Authoring workspace of the Operations Manager console, select Service Level Tracking
under Management Pack Objects and on the ribbon, click Create.

7. Provide a name for the group SLO you are creating.
8. On the Objects To Track page, click Select.

9. On the Select A Target Class page, click Distributed Application, and click All. Type the name
of the group that you created, and select that group, shown in Figure 2-68, and click OK.
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Select a Target Class -

Select the class, group, or object that you want to target from the list below. You can also filter or sort the list to make
items easier to find.

Look: far:

|tailspin | Clear

Search result filter:
A ‘]

Target ¥ Management Pack Description
TailspinToys Camputer Grau Tailspin Toys Computer SLO

1150 total Targets, 1 visible, 1 selected

| Help || 0K || Cancel

FIGURE 2-68 Select a target class

10. On the Service Level Objectives page, click Add, and then click Monitor State SLO.

11. On the Service Level Objective (Monitor State) dialog box, provide the following information as
shown in Figure 2-69.

m Service Level Objective Name A name for the SLO.
m Monitor In this scenario, this will be set to Availability.
m Service Level Objective Goal The availability goal.

m What counts as downtime Allows you to specify which states count as downtime towards
measuring the SLO.
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Service Level Objective (Monitor State) -

Enter a name for the SLO and then set the desired thresholds or states to track.

Service level objective name:
|Tailspin Computer SLO |

Targeted class
|TailspinTn:ﬂ,rs Computer Group | Select...

Monitor:

Lvailability v|

Service level objective goal (%):
55.000 2

b

Specify the states you want to be counted as downtime in this ohjective:

Unplanned maintenance
Unmonitored

Manitoring unavailable
Manitor disabled

[ ] Planned maintenance

[] Warning

| oK || Cancel

FIGURE 2-69 SLO Monitor State
12. Click OK and complete the wizard.

More Info: Group SLOs

You can learn more about monitoring group related service level objectives using Operations
Manager at http.//technet.microsofi.com/en-us/library/hh212877.aspx.

Service level tracking reports
Running a service level tracking report allows you to view how an application or group is performing in
terms of the defined SLO. To create a service level tracking report, perform the following general steps:

1. In the Reporting workspace of the Operations Manager console, click the Microsoft Service
Level Report Library under the Reporting node.

2. Click Service Level Tracking Summary Report, and click Open on the taskbar.

3. On the Service Level Tracking Summary Report dialog box, click Add, and click Search. The
list of configured SLOs stored in the Operations Manager database will be listed as shown in
Figure 2-70. Select the SLOs that you want to run the report on, and click Add.
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To add Service levels to this report, search for the senvice level, then add them to the “Selected objects” list.

Type Name:
Cortaing W | |

HLyailable items

Service Level Management group Target

$ Application Health SLA Tailspin Toys NET 3-Tier Application
EﬂSQL Server 2012 OpsMgr SLO TailspinToys SGL DB Engine

= Tailspin Computer Group S5LO Tailspin Toys Tailspin Toys Computer Group

Management group

FIGURE 2-70 Add Service Levels

4. On the Service Level Tracking Summary Report dialog box, specify the range that you want the
report to encompass and the frequency that you want to use for data aggregation. Figure 2-71
shows a report that will be configured to be run over the last 24 hours using an hourly

aggregation.
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Service Level Tracking Summary Report - Operations Manager - Report - TailspinToys =B -
File Edit View Help
B Run | Page Width -
DataAgaregation Additional timeintervals
i Service levels ‘ Add... ‘ | Remove | :
|Hnur|1,r v ‘ - Repart Duration A
= Service Level Management group D Last 24 Hours
. Tailspin Computer Group 5L0 TailspinTays [ Last 7 Days
festerday v||jwom [ (] st 30 ey
To [ | Last 60 Days
|T0da5r v ‘ ‘11: 12PM [ |WeektoDate =
e Tang [] Last Week
[ | Manth to Date
|(UTC08:00) Pacfic Tme (US & Caned) | ] o Mo
Quarter ta Date
[ | Usebusinesshours HLast Querter
8:00 AM to 5:00 PM Vear to Date 5
Mon, Tue, Wed, Thu, Fri ¢ L ? i
Ready

FIGURE 2-71 Report properties
5. Click Run, to run the Service Level Tracking Summary Report.

More Info: Service Level Tracking Reports

You can learn more about monitoring service level objectives using Operations Manager at
http.//technet. microsoft.com/en-us/library/hh212726.aspx.

Reports

Operations Manager leverages the functionality of SQL Server Reporting Services to provide
comprehensive reporting functionality. Operations Manager ships with a large number of built-in
reports. Importing management packs also adds to the available reports. Administrators can also create
their own reports. Reports are available in the Reporting node. Figure 2-72 shows the reports in the
Generic Report Library.
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Reports - TailspinToys - Operations Manager =N -

File Edit View Go Tasks Tools Help

|:| Search™ _ i P Open _ i Ji /] Tasks| @
Reporting ¢ Reports 4
L
4 | Reporting A iName
: S Alert Logging Laten
iz Application Monitoring L d
: i Alerts
i Client Manitoring Views Library ]-‘l.&wailabilitj.r
.L. Microsoft Data Warehouse Reports | 400 Confiquration Changes
i-l‘ Microsoft Generic Report Library - i'J Custom Configuration
o Microsoft CDR Report Library i Custom Event
; = :
i¢ Microsoft Service Level Repart Libr; Event Analysis
ek et 5 Health
",' it i'J Mozt Cammaon Alerts
H SOL Server 2012 (Maonitaring) 10 Most Camman Events ;
o System Center Core MonitoringRe. | §00 Overrides »
.. 1hlals ﬂr\.r\.“.—-!"-;ﬂnﬂ\l-!”-!h”“-\.l'..‘ﬂn“-V 1.J Per‘fnrmance o
{ n ¥ \ o1}
i'J Performance Detail =
o id Performance Top Instances o
. Menitoring :
- 14 Performance Tap Objects
A huthoring ¢ 5 2
Report Details: v
|‘—' Reporting P
. O . g
L Administration = Availability A

_|I] My Workspace Summary
This report shows for selected objedts the time in state during the selected report duration, Time

¥ instate is summarized by default as per the objects availability Monitars

Ready

FIGURE 2-72 Generic Reports

The generic report library includes the following reports:
m Alert Logging Latency Displays the logging latency of an alert for monitored objects over time.
m Alerts Lists alerts raised during a specific duration for given filter parameters.
m Availability Availability state for selected monitored objects.
m Configuration Changes Changes in configuration for monitored objects over time.
m Custom Configuration Configuration data filtered by specific parameters.
m Custom Event Event data filtered by specific parameters.
= Event Analysis Events and a count by monitored server filtered by specific parameters.

m Health Health state for monitored objects based on overall entity health. Figure 2-73 shows a
health report for three monitored computers over the last 24 hours.
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Operations Manager Microsoft System Center 2012 R2
Availability Report

Clck on plus sign to see a full description for this report
Report Time L 6/3/2014 12:12 AN
Data Agaregation + Hourly
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FIGURE 2-73 Availability report

m Most Common Alerts Most common alerts rose during report duration for given parameters.

m Most Common Events Most common events rose during report duration for specific
parameters.

m Overrides Overrides applied to specific management packs over time.
m Performance Performance counter values over time.
m Performance Detail Detailed performance information over time.

m Performance Top Instances Top or bottom set of instances for selected objects for a specific
performance counter rule.

m Performance Top Objects Top or bottom set of objects for selected objects for a specific
performance counter rule.



More Info: Operations Manager Reports

You can learn more about reports in Operations Manager at http.//technet.microsofi.com/en-
us/library/hh212786.aspx.

Running reports

When running a report you’ll need to specify the report parameters. This includes specifying the objects
you want the report run on, and the period that the report should recover. Other reports will require
report specific parameters be configured.

For example, to run the generic Availability report for the last day, perform the following steps:

1. In the Reporting workspace of the Operations Manager console, expand the Reporting pane,
click the Microsoft Generic Report Library node, and click the Availability Report.

2. On the ribbon, click Open.

3. On the Availability - Operations Manager - Report dialog box click Today under From, and then
click Yesterday.

4. On the Availability - Operations Manager - Report dialog box, click Add Object.
5. On the Add Object dialog box, click Options. On the Options dialog box, click Add.

6. On the Add Class dialog box, type Computer, and click Search. Click Computer, and click
Add, as shown in Figure 2-74, and click OK.
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Ta filter the 'Available Ttems’ list by class, search for the class and then add them to the 'Selected Objects’ List.
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ri—,ﬁ.ll Windows Computers

ﬁ Computer

é[ﬁumpder Group

[ICumerter Hardware

[[]Computer Network Adapter
Cnmputer Metwor Adapter

Selected objects
MName
ﬂ Computer

FIGURE 2-74 Computer class

7. On the Options dialog box, click OK, and on the Add Object dialog box, click Search.

8. A list of Computers that are monitored by Operations Manager will be displayed, as shown in
Figure 2-75. Select the computers that you wish to generate the Availability Report for, and then
click OK.
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To add Objects to this report, search for the object, then add them to the “Selected objects” list.
Ohbject Name:
|Currtair15 v | | |

i\ Filter Options have been applied Search | | Options... |

Available items

Mame Class

A7 HV-HOS T-A tailspintoys intemal Windows Comp...

3" HV-HOST-B tailspintoys.intemal Windows Comp...
OpsMartailspintoys intemal Windows Comp...

fDrmesimtur.tailspirrtn}'s.irrtemal Windows Comp...

i’SYD-DC.tailspirrta}'s.irrtaﬂal Windows Comp...

FIGURE 2-75 Add computer objects

9. In the list of Down Time items, select all of the options. Figure 2-76 shows an approximation of
what this dialog box would look like if completed using these instructions for computers
OpsMgr tailspintoys.internal, Orchestrator.tailspintoys.internal, and SYD-
DC.tailspintoys.internal.
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FIGURE 2-76 Report properties

10. Click Run, to run the report. Figure 2-77 shows a sample of the report output.


https://www.safaribooksonline.com/library/view/exam-ref-mcsa/9780133951943/ch02.html#ch02fig77

File  Edit View Help
PR EEl [ MQIH 41 oft b M|[Q & |PageWidh -

Operations Manager Microsoft System Center 2012 R2

Availability Report
/] Cick on phes sign to se2 a full description for this report

Report Time L6014 12:44 AM

Detz Aggregation : Hourly

Report Duraton ¢ From &/2/2014 12:32 &M to §/3/2014 12:32 M
[ Obiect(s) 3 ohjects inchded in this report

Monitor + Availabilty

Bwaiability Tracker | I DOWN (Dowrtime) I UP {Uplime) DOWN (Waming) [ vOWN QUnmanioesd) [0 DOWN Montr disatie) [ DOWN (Monitoing unavailatis)

W D0WH (Ungiznned Msintanancs) I 0OV (Plarmd Maintmnance)

Uptime = Cowntime = Liptime o Cowmtime
(%) e (him:s) (himes)

Windows Conputer: OpsMor, taikpintoys internal E 100,00 %

Tagoys —— . aaa—

T, | ommw | x| mom | o

TekpToys o

Windows Conputer: SYD-0C tspintoys.nterl | omws | omw | mmwm | onw

o s el —

Al dztes and times are shown in (UTC-08:00) Pacific Time (US & Canads) Page Lof

FIGURE 2-77 Availability report

11. To view more detailed information about an individual computer’s availability, you can click the
Availability Tracker hyperlink. This will generate a report similar to the one shown in Figure 2-
18.
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FIGURE 2-78 Detailed report information

12. You can save the report parameters by clicking Save To Favorites on the file menu once the
report has run. When you do this, you provide a name for the report. Figure 2-79 shows the Save
To Favorites dialog box.

* Enter a name for this report.

Mame: |Cr'rticr:|| Servers Availabilty Last 24 Hours | | Cancel

FIGURE 2-79 Save To Favorites
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More Info: Running Operations Manager Reports

You can learn more about running reports in Operations Manager at
http.//technet. microsoft.com/en-us/library/hh230683.aspx.

Scheduling reports

By scheduling reports, you can have reports periodically delivered through email or published to a file
share. SQL Server’s report server also caches scheduled reports, making them quicker to access through
the console. Prior to scheduling a report, you should create a template of the report that you wish to
schedule and save it as a favorite report. If you want to email reports, you’ll need to create an email
channel by specifying an SMTP server through the channel’s node, under notifications in the
Administration workspace.

To create a scheduled report based on a report that has been saved as a favorite report, perform the
following steps:

1. In the Reporting workspace of the Operations Manager console, click the Favorite Reports node,
and then click the favorite report that you want to configure as a scheduled report.

2. On the Tasks menu, click Report, and then click Schedule.
3. On the Delivery Settings page, shown in Figure 2-80, specify the following information:
m Description A description of the scheduled report.

m Delivery Method How the report will be delivered. By default you can select a file share
location, or, if configured, for the report to be emailed.

m File Name The name associated with the report.
m Path When using a network share, this will be the share that will host the report.

m Render Format The format the report will be saved in. Options include Excel, HTML 4.0,
Word, Data Feed, TIFF file, RPL Renderer, MHTML, PDF, Excel 2003, CSV, Word 2003,
and XML file with report data.

m Write Mode This determines whether the name of the report will be updated each time the
report is run, whether any existing report will be overwritten, or if no report will be written
if one already exists.

m File Extension Determines if the appropriate file extension will be appended to the report
name.

m User Name and Password Credentials used to write the report to the shared folder.
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Delivery Settings
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Schedule Description:
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Delivery method:
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‘

< Previous | ‘ Menxt = | | Finizsh

FIGURE 2-80 Report subscription

4. On the Schedule page, shown in Figure 2-81, specify the report schedule. You can configure
reports to be run once, hourly, daily, weekly, or monthly, as well as configuring how often each
period the reports are generated.
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FIGURE 2-81 Report schedule

5. On the Parameters page, you can review or alter the parameters of the report. For example, if
you had a favorite report for availability that included four servers, but you wanted the
scheduled report to only provide information on three, you could alter the parameters of the
report to generate the desired report here. Figure 2-82 shows the parameters page of the
Subscribe To A Report Wizard. Click Finish to create the report.
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FIGURE 2-82 Report parameters

More Info: Scheduling Operations Manager Reports

You can learn more about scheduling reports in Operations Manager at
http://technet.microsoft.com/en-us/library/hh230723.aspx.

Dashboards

Dashboards provide a method of quickly displaying relevant Operations Manager information by
allowing you to present multiple types of data in a single view. Dashboards can be viewed using the
Operations Manager console, or published to SharePoint.
When creating a dashboard, you can choose from one of the following templates, as shown in Figure

2-83:

m Column Layout

m Grid Layout

m Service Level Dashboard

m Summary Dashboard
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¥ Select a dashboard layout or widget template

Tenpiate ‘1 All Templates | | Template

General Properties b Microsoft Service Level Dashboard
Scope Summary Dashboard

Summary Column Layout

Completion Grid Layout

|<Erevicuus|‘ Mext = || Create | ‘ Cancel

FIGURE 2-83 Dashboard layout

9) Exam Tip

Remember the different types of template that you can use when creating a dashboard.

The service level dashboard allows you to display service level tracking information. The summary
dashboard will display the top selected number of performance counters for chosen values. Column
layouts consist of multiple columns. Grid layouts consist of multiple cells. Once you choose between a
flow layout or a grid layout, you add widgets to the dashboard that display information. Operations
Manager includes the following widgets:

m State Allows you to view the state of monitored objects.

m Performance Allows you to view performance metrics.

m Alert Allows you to view alert information.

m Details The properties of the item that is highlighted in the dashboard.

m Instance Details Provides details of the instances related to the object.

m Objects By Performance Performance counter data in tabular format for the selected object.

To create a grid layout dashboard view named Domain Controller Availability And Alerts in
Operations Manager, perform the following tasks:



1. In the My Workspace view of the Operations Manager console, right-click New View, and then
click Dashboard View.

2. On the Template page, click Grid Layout, and then click Next.
3. On the General Properties page, type the name Domain Controller Availability and Alerts,

and click Next.
4. On the Layout page, click 2 Cells, and then click the layout on the left as shown in Figure 2-84,
and click Next.

M Specify the layout of the dashboard

Template Select the number of cells in the dashboard

General Properties 2 Cealls H

Layout
Select a Layout Template:
Summary

Completion

|<Ereuim5H Mext = || Finish |‘ Cancel

FIGURE 2-84 Dashboard cells

5. On the Summary page, click Create, and then click Close.

6. The new Dashboard will appear under the Favorite Views node. Click the new dashboard, in this
case named Domain Controller Availability, and then click the text Click To Add Widget. This
will open the New Dashboard And Widget Wizard. Click State Widget as shown in Figure 2-85,
and click Next.
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™ Select a dashboard layout or widget template

Tenpiate 4 Al Templates Template Folder
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Scope Object SLA Widget Widgets
Criteria Performance Widget Widgeats
st  State Widget  Widgets
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Details Widget Widgets
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Grid Layout Dashboard Layouts

Summary
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|{Ere1.ric|us H Mext = || Create | ‘ Cancel

FIGURE 2-85 Dashboard widget

7. On the General Properties page, type Domain Controller State, and then click Next.

8. On the Scope page, click Add. On the Add Groups Or Objects dialog box, click Show All
Objects And Groups. Type the domain suffix to limit the displayed items, and then navigate to

the object that represents one of your organization’s domain controllers. Figure 2-86 shows
SYD-DC .tailspintoys.internal selected. Click Add, and then click OK.
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FIGURE 2-86 Add object

9. On the Scope page, verify that the domain controller computer object is listed.

10. On the Criteria page, select all of the available criteria except Display Only Objects In
Maintenance Mode, as shown in Figure 2-87.
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M Specify the Criteria
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FIGURE 2-87 Dashboard criteria

11. On the Display page, select the Columns To Display, as shown in Figure 2-88, and then click
Next.
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FIGURE 2-88 Display configuration

12. On the Summary page, click Create, and then close.
13. With the Domain Controller Availability And Alerts node selected, click the Click To Add
Widget text.

14. On the Select A Dashboard Layout Or Widget template page of the New Dashboard And
Widget Wizard, click Alert Widget, as shown in Figure 2-89, and click Next.
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™ Select a dashboard layout or widget template
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FIGURE 2-89 Alert widget
15. On the General Properties page, type the name, Domain Controller Host Alerts, and click
Next.
16. On the Select Group Or Object page, click the ellipsis button (...).

17. On the Select A Group Or Object dialog box, click Groups And Objects, and then type the
domain name suffix, and click Search. Figure 2-90 shows the SYD-DC .tailspintoys.internal
object, and the Health Service Watcher Class is selected. Click OK.
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FIGURE 2-90 Health Service Watcher object

m Critical

m Warning

18. On the Criteria page, select the following check boxes as shown in Figure 2-91:
m Display Alerts Only With The Specified Severities
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FIGURE 2-91 Criteria selection

19. Review the options on the Display tab, and click Next. Then click Create, and click Close. The
resultant dashboard will look similar to Figure 2-92.
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FIGURE 2-92 Dashboard view

To be able to display a dashboard in SharePoint, you need to have installed the Operations Manager
SharePoint Web Part on the SharePoint server. A user that has administrative permissions on the
SharePoint server must install the Operations Manager SharePoint Web Part.

More Info: Operations Manager Dashboards

You can learn more about dashboards at
http://blogs.technet.com/b/momteam/archive/2011/09/2 7/introducing-operations-manager-

2012-dashboards.aspx.
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Thought experiment: Performance dashboards at Contoso

You want to provide application administrators with dashboards, published on your
organization’s SharePoint server that allows them to view performance counter data about
services that you monitor in tabular format. With this information in mind, answer the
following questions:

1. Which widget would you include in the dashboard to provide the appropriate information?

2. What steps must the SharePoint Administrator take before you can publish the dashboard to
SharePoint?

Objective summary

m You can use Operations Manager service level objectives (SLOs) to set availability and
performance benchmarks.

m You run service level tracking reports against SLOs to determine whether those availability and
performance objectives have been met.

m Operations Manager includes a number of built in reports that allow you to view the data
collected by Operations Manager agents. Management packs contain additional reports.

m Dashboards allow you to build “at-a-glance” summaries of important Operations Manager
information. Dashboards can be published to SharePoint.

Objective review

Answer the following questions to test your knowledge of the information in this objective. You can
find the answers to these questions and explanations of why each answer choice is correct or incorrect
in the “Answers” section at the end of the chapter.

1. You want to perform service level tracking to verify the availability of your organization’s
Exchange 2013 mailbox servers. You want to measure the availability of the virtual machines
that host this role. Which of the following would you configure to accomplish this goal?

A. Windows Service synthetic transaction
B. Group SLO

C. Application SLO

D. Computer Group

[\

. Which of the following reports would you run to view figures for a group SLO used to measure
the availability of a number of critical servers?

A. Availability
B. Service level tracking summary report
C. Overrides

D. Performance

(93]

. You want to create a dashboard that provides performance and alert information for a group of
computers. Which of the following widgets should you include when creating the dashboard?

A. State
B. Alert

C. Performance
D. Details
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Answers

This section contains the solutions to the thought experiments and answers to the lesson review
questions in this chapter.

Objective 2.1: Thought experiment

1. You must remove any management packs that have the management pack that you want to
remove as a dependency.

[

. An SNMP v3 Run As account includes User name, Context, Authentication Protocol,
Authentication key, Privacy protocol, and Privacy key.

3. You use the MOMADAdmin.exe utility to configure automatic agent assignment.

Objective 2.1: Review

1. Correct answer: A
A. Correct: You must configure the Run As account with the SNMP v2 community string.
B. Incorrect: You do not have to configure the Run As account with the device name.
C. Incorrect: You do not have to configure the Run As account with the Device IP address.

D. Incorrect: You do not have to configure the Run As account with the Authentication key.
This is only necessary with SNMP v3 Run As accounts.

[

. Correct answers: A, B and D

A. Correct: For a domain joined computer to automatic connect to a management server,
Active Directory must be configured.

B. Correct: This option will allow automatic agent installation, as long as Active Directory is
configured and the other Global Management Server setting is configured.

C. Incorrect: This option, if configured, would not allow automatic agent installations.

D. Correct: You must configure the Review New Manual Agent Installations In Pending
Management View before you can configure the Automatically Approve option.

3. Correct answer: A

A. Correct: You use MOMADAdmin.exe to configure Active Directory with management
server settings.

B. Incorrect: Cmtrace.exe is a log file viewer usually used with Configuration Manager.
C. Incorrect: MOMagent.msi is used to manually install the Operations Manager agent.
D. Incorrect: Gpedit.msc is used to configure local Group Policy settings.

Objective 2.2: Thought experiment

1. You would configure Global Service Monitor to verify that the external web application is
available to people around the world.

[

. You would configure a distributed application model to monitor the disparate segments that
make up the external web application.

3. You would configure Application Performance Monitoring to assess and monitor the
performance of the web application.

Objective 2.2: Review

1. Correct answer: C
A. Incorrect: You use this type of synthetic transaction to verify that a service is running.
B. Incorrect: You use this type of synthetic transaction to verify that a TCP Port is available.

C. Correct: You can use this type of synthetic transaction to verify that an OLE DB compatible
database is responding to remote queries.

D. Incorrect: You use this type of synthetic transaction to verify that a web application is
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responding to requests.
2. Correct answer: D

A. Incorrect: You use this type of synthetic transaction to verify that a TCP Port is available.
While a TCP Port test would verify that a web server was present, you couldn’t use it to test
the functionality of an application.

B. Incorrect: You use this type of synthetic transaction to verify that a service is running.

C. Incorrect: You use this type of synthetic transaction to verify that an OLE DB compatible
database is responding to remote queries.

D. Correct: You use this type of synthetic transaction to verify that a web application is
responding to requests.

3. Correct answer: D

A. Incorrect: You use this type of synthetic transaction to verify that an OLE DB compatible
database is responding to remote queries.

B. Incorrect: You use this type of synthetic transaction to verify that a service is running.

C. Incorrect: You use this type of synthetic transaction to verify that a web application is
responding to requests.

D. Correct: You use this type of synthetic transaction to verify that a TCP Port, such as port 25
on an SMTP smart host, 1s available.

Objective 2.3: Thought experiment

1. You would select the Object By Performance as this presents performance counter data in
tabular format.

[

. To be able to display a dashboard in SharePoint, you need to have installed the Operations
Manager SharePoint Web Part on the SharePoint server.

Objective 2.3: Review

1. Correct answer: B and D
A. Incorrect: You want to measure the availability of a group of computers.
B. Correct: You should use a group SLO to measure the availability of a group of computers.

C. Incorrect: You use an application SLO to measure the availability of an application or
service.

D. Correct: You must add the computers that you want to monitor to an Operations Manager
group before you’ll be able to configure a group SLO.

2. Correct answer: B

A. Incorrect: While an availability report will provide availability information, it won’t provide
information in terms of a specific service level benchmark.

B. Correct: The service level tracking summary report allows you to view information on an
existing SLO.

C. Incorrect: The overrides report provides information on configured overrides.

D. Incorrect: The Performance report provides performance information, but does not measure
this data against a specific service level benchmark.

3. Correct answers: B and C
A. Incorrect: The State widget allows you to view state information about a monitored object.
B. Correct: The alert object provides Alert information.
C. Correct: The performance widget provides performance information.

D. Incorrect: The details widget provides details of the instances related to an object.
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