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Chapter 4. Configure and maintain service management

IT professionals are responsible for providing specific services to the organization for which they work.
Service Manager provides the ability to measure the performance of IT professionals in providing these
services by tracking the speed at which incidents and problems are resolved. This chapter includes
information on configuring Service Manager to track performance against service level objectives.
You’ll learn how to configure and manage Service Manager incidents, problems, and knowledge
articles. You’ll also learn about managing cloud resources through VMM by configuring available
profiles and templates.

Objectives in this chapter:

m Objective 4.1: Implement service level management
m Objective 4.2: Manage problems and incidents

m Objective 4.3: Manage cloud resources

Objective 4.1: Implement service level management

This objective deals with how you implement service level management with Service Manager. This
includes the steps that you need to take to allow Service Manager to measure and track whether service
level objectives are being breached by configuring calendars, metrics, and service level objectives.

This section covers the following topics:

m Understanding service level management

m Creating calendar items

m Creating metrics

m Creating queues

m Creating service level objectives

m Sending notifications

m SLA reporting

Understanding service level management

Service level management is a term used to describe measuring incident and service request lifecycle.
The lifecycle of an incident and service request starts when the incident or service request is created and
concludes when the incident or service request is resolved.

A service level item comprises:
m Queues for specific service levels
m Time metrics for those queues
As a part of service level management, you can also configure notifications to be sent to users prior
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to and after service levels defined by those queue metrics is exceeded. You use the Calendar, Metric,
and Service Level Objectives node of the Administration workspace of the Service Manager console,

shown in Figure 4-1, to configure service level management.
Service Manager Console M

anguage  View Go Tools Tasks Help

(- * | & # Administration »  Service Level Management » g ;...||
Administration ( Service Level Management L
S Nisgerent fac & J Service Level Management
Notifications
20
9 Security )
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FIGURE 4-1 Administration workspace

More Info: Service Level Management

You can learn more about service level management at http.//technet.microsoft.com/en-
US/library/hh519775.aspx.

Creating calendar items

You use the Calendar node to define operational periods, such as which days are workdays, which
hours are work hours, and which days, such as holidays, count as exceptions. Calendar items are
separate work schedules that constitute time that is available and which is measured where IT
professionals resolve Service Manager incidents and service requests.
To create a calendar item, perform the following steps:
1. In the Administration workspace of the Service Manager console, click Calendar, under Service
Level Management.
2. In the Tasks menu, click Calendar, and then click Create Calendar.
3. On the General page of the Create/Edit Calendar dialog box, provide the following information
(Figure 4-2 shows an example calendar):
m Title A name for the calendar.

m Time Zone The time zone in which the calendar will be used.
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m Working Days And Hours Select which days of the week and which hours of each day will
make up the period over which IT professionals are expected to resolve incidents and
service requests.

m Holidays Specify any holidays that will function as exemptions to the calendar when it
comes to calculating incident and service request metrics.

& Create/Edit Calendar M
e ~ (eneral E

Related SLO(E)

Title Example Calendar ‘

Time zone: | (1y7C+10:00) Canberra, Melbourne, Sydney x

Working days and hours: =

Workday [] Sunday Manday Tuesday Wednesday ¥] Thursday (V] Friday | Saturday

Start time |90000aM || 30000aM || s0000aM || 90000aM || s0000aM |
End time 50000 ||s0000PM || so000m || se000pm || s0000PM |
Holidays:

Date = Holiday

Monday, January 26, 2015 Australia Day

Remaove

A Related SLO(s)

| 0]4 H Cancel ‘

FIGURE 4-2 Create/Edit Calendar

4. Click OK to create the calendar.

More Info: Calendar Items

You can learn more about calendar items at hitp.//technet.microsoft.com/en-
us/librarv/hh519740.aspx.

Creating metrics

You use the Metric node to create time metrics using calendar items that correspond to service
objectives. A Service Manager time metric is the amount of time that occurs between a start time and an
end time. Service Manager terminology specifies both of these as “date,” but it is important for you to
note that a Service Manager “date” includes the hour, minute, and second information, and is not
simply the calendar day.

Service Manager includes the following predefined metrics:

m Resolution Time This is the maximum allowed time for incident resolution. Service Manager
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calculates resolution time using an incident’s creation time and resolution date.

m Completion Time This is the maximum allowed time for service request completion. Service
Manager calculates completion time, a service request’s creation time, and completion date.

Metrics for incidents and metrics for service requests use separate Service Manager classes. When
creating an incident or metric for service requests, you don’t just have to choose creation date and
resolution date. You can choose to assign one of the following items for Start Date and for End Date:

m Actual Downtime End Date
m Actual Downtime Start Date
m Actual End Date
m Actual Start Date
m Closed Date
m Created Date
m First Assigned Date
m First Response Date
m Required By
m Resolve By
m Resolved Date
m Scheduled Downtime End Date
m Scheduled Downtime Start Date
m Scheduled End Date
m Scheduled Start Date
To create a metric for incidents, perform the following steps:

1. In the Administration workspace of the Service Manager console, click Metric, under Service
Level Management.

2. In the Tasks menu, click Metric, and then click Create Metric.
3. In the Create/Edit Metric dialog box, click Browse.
4. In the Select A Class dialog box, click Incident, as shown in Figure 4-3, and click OK.


https://www.safaribooksonline.com/library/view/exam-ref-mcsa/9780133951943/ch04.html#ch04fig03

Select the class you want and click OK. Yeu can use Filter by name and the View list to better define the list of displayed classes.

‘ Type to filter.. §e | ‘ Frequently used basic classes

Narne Management Pack Description
Change Request System Wark Item Change Request Library Defines the basic propertie *
] Dependent Activity System Waork ltem Activity Library Defines the basic propertie
% Desired Configuration Management Incident  Service Manager Incident Management Library  Defines the basic propertie
Domain User or Group System Library Defines the basic propertie _

| Incident Incident Management Library Defines the basic propertie
Knowledge Article System Knowledge Library Defines the basic propertie
[4 Manual Activity System Wark ltem Activity Library Defines the basic propertie
Parallel Activity System Wark Item Activity Library Defines the basic pmpertie_

M problem System Wark ltem Problem Library Defines the basic propertie
Release Record System Workltem Release Record Library Defines the basic propertie
EL Review Activity System Wark ltem Activity Library Defines the basic propertie _

o I

FIGURE 4-3 Select a class

5. Provide a name for the metric. On the Start Date drop-down list, select the event that you will
use to start measuring the time taken to resolve the incident. For example, you might choose
First Assigned Date. On the End Date drop-down list, select the event that will be used to
conclude measuring the time taken to resolve the incident. For example, you might choose
Resolved Date. Figure 4-4 shows an example of the Create/Edit Metric dialog box for an
incident.
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General # (eneral

Related 5LO(s) ‘

Title

‘ Incident resalution time

Description:

Class:

Incident

The metric is the measurement between the start and end dates

Start date: | First assigned date

End date: | Resolved date

# Related S5LO(s)

Related SIC(=):

FIGURE 4-4 Create/Edit Metric

6. Click OK to create the metric.
To create a metric for service requests, perform the following steps:

1. In the Administration workspace of the Service Manager console, click Metric, under Service
Level Management.

2. In the Tasks menu, click Metric, and then click Create Metric.
3. In the Create/Edit Metric dialog box, click Browse.
4. In the Select A Class dialog box, click Service Request, as shown in Figure 4-5, and click OK.
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Select a Class -0 -

Select the class you want and click OK. Yeu can use Filter by name and the View list to better define the list of displayed classes.

‘Typ.s fo filter... e | ‘ Frequently used basic classes hd |
Narne Management Pack Description

Incident Incident Management Library Defines the basic propertie =
O Knowledge Article System Knowledge Library Defines the basic propertie
[4 Manual Activity System Waork ltem Activity Library Defines the basic propertie
[] Parallel Activity System Waork Item Activity Library Defines the basic prcupertie_
M problem System Wark ltem Problem Library Defines the basic propertie
[2 Release Record System Waorkltem Release Record Library Defines the basic propertie
J Review Activity System Waork [tem Activity Library Defines the basic propertie 3
Runbook Automation Activity System Center Orchestrator Library Runbook Automation Activ
Sequential Activity System Wark ltem Activity Library Defines the basic propertie
Service Request System Work Item Service Request Library Defines the basic propertie
I System Center Orchestrator Runbook Item  System Center Orchestrator Library Represents a System Cente _
‘| [ | b

| QK | ‘ Cancel ‘

FIGURE 4-5 Select a Class

5. Provide a name for the metric. On the Start Date drop-down list, select the event that you will
use to start measuring the time taken to resolve the service request. For example, you might
choose Created Date. On the End Date drop-down list, select the event that will be used to
conclude measuring the time taken to resolve the service request. For example, you might
choose Completed Date. Figure 4-6 shows an example of the Create/Edit Metric dialog box for a
service request.
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7] Create/Edit Metric M

General ‘ ~ (3eneral e

Related 5LO(s) Title

| Service Request Metric

Description:
Class:
Service Reguest ‘ L]

The metnic is the measurement between the start and end dates

Start date: | Created date i ‘

End date: Completed Date bl ‘

# Related SLO(s)

Related S1O{s): E |
(9] 4 | | Cancel

FIGURE 4-6 Create/Edit Metric
6. Click OK to close the Create/Edit Metric dialog box.

More Info: SLA Metrics

You can learn more about SLA metrics at Atip://technet.microsoft.com/en-
us/librarv/hh519571.aspx.

Creating queues

Queues allow you to group related work items, such as incidents and service requests. You need to
already have a queue, or create a queue, when creating a service level objective. When linking a service

level objective to a queue, you will need to ensure that the queue and the service level objective are the
same type of class.

To create an incident queue, perform the following steps:
1. In the Library workspace of the Service Manager console, click Queues, under Library.
2. In the Tasks menu, click Queues, and then click Create Queue.

3. On the General page of the Create A Queue Wizard, specify a name, set the work item type to
Incident (or Service Request if creating a queue for service requests), and specify a management
pack in which to save the queue. Figure 4-7 shows the General page.
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E General

Befare You Begin
Queue name:

General Incident Cueue

Criteria
Description {optional):

Summary

Completion

Work item type:

Incident

Select an existing unsealed management pack where this queue will be stored,
Management pack

TailspinToys-MP
Last modified: 5/18/2014 5:05:56 AM

Create

FIGURE 4-7 Create A Queue

4. On the Criteria page, select the work items that you want to use to filter the queue. For example,
you might only want to allow the queue to contain items with a specific minimum priority, so
you’d choose the Priority filter, and set it to a value, as shown in Figure 4-8.
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ﬂﬁ Criteria

Befare You Begin

eneral

Criteria

Summary

Completion

—Related classes: ~ Available propertiss:

‘Incident <Search>

-

[] Planned Cost
(] Planned Work Hours
(] Priority

[] Required By

[] Resolution category

Criteria:

[Trouble Ticket] Priority | is greater than or equalto ~ I 100

Cancel < Previous

FIGURE 4-8 Create a queue criteria

5. Complete the wizard to create the queue.

Create

More Info: Queues

You can learn more about queues at http.//technet.microsoft.com/en-us/library/hh519613.aspx.

Creating service level objectives

A service level objective (SLO) is a relationship that you define using Service Manager between: a
calendar item and a time metric, a queue and a service level, and actions occurring before or after a
service level is exceeded. For example, you could configure a service level objective so that a
notification is sent if a service request is not completed within a designated amount of time.

Although it is possible to create the metric, calendar items, and queues that the service level

objective will use while creating the service level objective, best practice is to create these separately as

detailed earlier before creating the service level objective.

To create a service level objective for incidents where a calendar item and time metric already exist,

perform the following steps:

1. In the Administration workspace of the Service Manager console, click Service Level
Objectives, under Service Level Management.

2. On the Tasks menu, click Service Level Objectives, and then click Create Service Level

Objective.

3. On the General page of the Create Service Level Objective Wizard, provide a name for the
service level objective, ensure that the class is set to Incident, as shown in Figure 4-9, (you
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would set the class to Service Request if creating a service level objective related to service
requests), and specify a management pack in which to store the service level objective.

E General

Before You Begin

Title

General

Incident Service Level Objective

Queues
Description:

Service Level Criteria
Summary

Completion

Class:

Incident

Select an existing management pack where this SLO will be saved,
Management pack

Tailspin Tays MP
Last modified: 5/20/2014 4:42:28 AM

Enabled

Create

FIGURE 4-9 Create a service level objective

4. On the Queues page, select or create a queue that is configured for the same type of work item
as the service level objective. Figure 4-10 shows the selection of a queue named Incident Queue.
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Befare You Begin
5LCs are applied o work items via Queues, Please select an existing queue for work items or create a

General new queue based on criteria for this SLO

CQueues

Service Level Criteria
Summary

Completion

| SelectAll || ClearAl

| Cancel |<£reviuus ‘ Mext = Creats

FIGURE 4-10 SLO queue

5. On the Service Level Criteria page, specify the following, as shown in Figure 4-11:
m Calendar The calendar that will be used to track which times count as work hours.
m Metric The metric that will be used to define the start and end date of the incident.

m Target The service level objective target that will be used to specify how much time can be
spent on the incident or service request before being in breach of the service agreement.

m Warning Threshold The amount of time before the target is reached to send a warning
notification.
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@ Service Level Criteria

Befare You Begin
Specify the calendar and metric you want to use for this service level objective, In addition, specify the

General target and waming threshold times for the metric. Target is the time frame in which you expect the

u service level objective to be met. Note that target time is a function of business time,
EUES

Service Level Criteria Calendar:

Summary | Example Calendar

Completion
Metnic:

| Incident resolution time

Target: Warning threshald:

(ol 7] [ 2]t

Creats

FIGURE 4-11 Service Level Criteria

6. Complete the wizard to create the service level objective.
To view incidents with SLA (Service Level Agreement) information, perform the following steps:
1. In the Work Items workspace, expand the Incident Management node.

2. Select either the Incidents with Service Level Breached node or the Incidents with Service Level
Warning node, as shown in Figure 4-12.
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Specify the discovery criteria to discover and run commands on UNEYLinux computers

Discoverny scope

A discovery scope is composed of one or mare [P addresses, fully qualified domain names (FQDN) or
ranges of |IP addresses, and a Secure Shell (S5H) port.

_. Disn:c:':.re_r'_.rS;:npe - SSHPort

| b centos tailspintoys intemal E 22

Discovery type

How do you want to discover the computers within the specified discovery scopes?

Al computers W

Credertials

Set the credentials to be used to discover and run commands upon the computers within the specified
discovery scopes.

Discovery Criteria -

| Set credentials . |
[ Action Account Account Type
Discovery  chancellar lUser name and password
Installation Mone Using sudo elevation
| Save | | Cancel |

FIGURE 4-12 Incidents With Service Level Warning

More Info: Service Level Objectives

You can learn more about service level objectives at http.//technet.microsoft.com/en-
US/library/hh519603.aspx.

Sending notifications

You can configure Service Manager to send notifications to the responsible IT professional when a
service level objective reaches certain states, such as the warning or breach state. For example, to
configure the responsible IT professional to be notified when an incident enters the warning state prior

to breaching a SLO, perform the following steps:

1. In the Administration workspace of the Service Manager console, click Subscriptions, under

Notifications.
2. In the Tasks menu, click Subscriptions, and then click Create Subscription.

3. On the General page of the Create E-Mail Notification Subscription Wizard, provide a name of
the notification, select a management pack in which to store the notification, and configure the

following settings, as shown in Figure 4-13:
m When To Notify When An Object Of The Selected Class Is Updated

m Targeted Class Service Level Instance Time Information
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Before You Begin Motification subscription name:

General SLA Warning Notification

Group/Queue Selection e

Additional Criteria
Template

Recipient

Related Recipients

Summary When to natify:
Completion | When an object of the selected class is updated

Targeted class:

| Service Level Instance Time Information

Select an existing unsealed management pack where this subscription will be stored
Management pack

Tailspin Toys MP
Last modified: 6/30/2014 9:30:58 PM

| Create

FIGURE 4-13 SLA Warning Notification

4. On the Group/Queue Selection page, click Next.
5. On the Additional Criteria page, configure the following settings:

m On the Changed From tab, set [Service Level Instance Time Information] Status Does Not
Equal Warning.

m On the Changed To tab, set [Service Level Instance Time Information] Status Equals
Warning. This setting is shown in Figure 4-14.
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% Additional Criteria

Feinian Ream Apply additional criteria {optional)

General Select and maodify any applicable criteria from the list

Group/CQueue Selection Changed From | Changed To
Additional Criteria ~Related classes: — - Available properties:
Template Service Level Instance Time Info <Search>

Recipient L] 1sancenen
(] PausedDate

[] StartDate
Summary [] Status

Completion ‘ [ ] TargetEndDate

[ ] TargetWarningDate

Related Recipients

<

Criteria:

2 Information] tatus ‘ eqguals

Create

FIGURE 4-14 Additional Criteria

6. On the Template page, select or create an email template that is targeted at the Service Level
Instance Time Information class. Figure 4-15 shows the creation of this template.
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General

General Notification template name:

Template Design Service Level Instance Time Information Notification Template

5
Ay Description (optional):

Completion

Targeted class:

| Service Level Instance Time Information

Select a management pack where this template will be stored.

Management pack

Tailspin Toys MP
Last modified: 6/30/2014 9:30:53 PM

< Previous | |i J| Create |

FIGURE 4-15 Notification template

7. On the Recipient page, click Add to select the groups and users to which the notification should
be sent.

8. On the Related Recipient page, click Add. On the Select Related Recipient dialog box, click
[Work Item] Work Item has Service Level Instance Information, and select Primary Owner, as
shown in Figure 4-16, and Assigned To User.
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&y Administrator: Windows PowerShell \;li-

PS C:'‘\Windows'system32> ntdsutil.exe "activate instance ntds" files "compact to c:\\" &
C:\Windows'\system32\ntdsutil.exe: activate instance ntds
Active instance set to "ntds".
C:\Windows\system32\ntdsutil.exe: files
file maintenance: compact to c:\
Initiating DEFRAGMENTATION mode. ..
Source Database: C:\Windows\NTDS\ntds.dit
Target Database: c:\ntds.dit

Defragmentation Status (% complete)
0 10 20 30 40 50 60 70 80 90 100

It is recommended that you immediately perform a full backup
of this database. If you restore a backup made before the
defragmentation, the database will he FD?]Ed back to the state
it was in at the time of that backup.

Compaction is successful. You need to:

copy "c:\ntds.dit" "C:\Windows\NTDS\ntds.dit"
and de{ete the old Tog files:
del C:‘\Windows\NTDS\*.log

file maintenance: quit
C:'\Windows'\system32\ntdsutil.exe: quit
PS C:\Windows\system32>

FIGURE 4-16 Related recipient

9. Verify that the Related Recipients page matches Figure 4-17, and then complete the wizard.
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Feinian Ream Specify related recipients for this subscription

General

; Related recipients
Group/Cueue Selection

Mame
Additional Criteria ] ) ) )
Work ltem has Service Level Instance Information[Incident] -»Primary Cwner[User]

Template Work ltern has Service Level Instance Information[Werk ltem] - »Assigned To Usar[User]

Recipient

Related Recipients

Summary

Completion

| »

Remaove

Create |

FIGURE 4-17 Email notification subscription

More Info: SLA Notifications

You can learn more about SLA notifications at Attp.//technet.microsoft.com/en-
US/library/hh519605.aspx

SLO escalation

You can use the Change To Warning Of Incident or a service request’s Service Level Instance Time
Information as the trigger point for a custom workflow that automatically escalates incidents, or service
requests that are in danger of breaching. You can also create and use an Orchestrator runbook to
escalate an incident or service request when it enters a warning or breached state.

Q Exam Tip

Remember which methods you can use to configure automatic escalation of incidents that are
in danger of breaching SLO.

SLA reporting

Service Manager has a number of reports available through the Reporting workspace that you can use
to analyze performance against service level agreements. Reports that can be used to analyze SLA
performance include:
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m Incident KPI Trend This report provides the number of incidents, the number of incidents past
their target resolution time, the number of escalated incidents, average resolution time, labor
minutes per incident, and the size of the incident backlog.

m Incident Resolution This report provides the number of incidents, including number of
incidents that have exceeded targeted resolution time, and average resolution time.

m Service KPI Trend This report provides metrics across services, groups, and collections for
Service Manager, as well as for Operations Manager and Configuration Manager.

More Info: Service Manager Reports

You can learn more about Service Manager reports at Attp.//technet.microsoft.com/en-
us/library/hh519764.aspx.

Thought experiment: Service level management at Tailspin Toys

Tailspin Toys is going through a restructuring. As part of the restructuring until business picks
up, the office will be closed every third Monday of each month. The service desk at Tailspin
Toys has strict service level agreements, and incidents must be resolved in a timely manner. As
part of ensuring that the service desk meets its obligations, the service desk manager needs to
be made aware if any incidents are in danger of breaching SLO metrics. With this information
in mind, answer the following questions:

1. How can you ensure that the Mondays that the office is closed are not measured when
calculating SLOs?

[

. How can you ensure that the service desk manager is made aware when incidents are in
danger of breaching SLO metrics?

Objective summary

m A calendar allows you to specify which times and days constitute work hours when determining
the basis of measuring time for service level objectives.

m A Service Manager time metric is the amount of time that occurs between a start time and an end
time, and is used to measure whether service objectives have been achieved.

m Queues allow you to group related work items, such as incidents and service requests.

m A Service Level Objective (SLO) is a relationship defined in Service Manager between a
calendar item and a time metric, a queue and a service level, and actions, that occur preceding or
after a service level is exceeded.

m Service Manager can send notifications when a service level objective reaches certain states,
such as the warning or breach state.

m You can use the Change To Warning Of Incident or a service request’s Service Level Instance
Time Information as the trigger point for a custom workflow that automatically escalates
incidents, or service requests that are in danger of breaching.

Objective review

Answer the following questions to test your knowledge of the information in this objective. You can
find the answers to these questions and explanations of why each answer choice is correct or incorrect
in the “Answers” section at the end of this chapter.

1. Which of the following must be present to complete the configuration of a Service Manager
SLO?

A. Calendar
B. Metric
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C. Queues
D. Subscriptions

[

. You are configuring Service Manager to send notifications in the event that a service level
objective reaches a warning or breach state. Which of the following targeted classes would you
use when configuring this notification?

A. Service Level Instance Time Information
B. Change Request

C. Review Activity

D. Problem

. You want to automatically have an incident be escalated when it is in danger of breaching the
SLO. Which of the following could you configure to accomplish this goal?

(%)

A. A custom workflow
B. Orchestrator runbook
C. Scheduled task

D. Review activity

[~

. You are configuring a metric that should involve measuring the time between incident creation
and the first response made to the incident. Which of the following should you choose for Start
Date and End Date?

A. Required By
B. First Assigned Date
C. First Response Date
D. Created Date

Objective 4.2: Manage problems and incidents

This objective deals with Service Manager incidents, problems, and knowledge articles. This includes
how to configure priorities for incidents and problems, how priority relates to resolution time, how to
create incidents manually, how to have incidents automatically created using email messages sent to the
service desk, and how to resolve incidents by resolving problems.

This section covers the following topics:
m Understanding problems and incidents

m Managing incidents

m Managing problems
m Creating knowledge articles

Understanding problems and incidents

A problem in Service Manager is a record that groups incidents that share a common cause. Addressing
the cause and solving the problem means that the incidents that are associated with the problem also are
resolved. For example, different users contact the service desk to lodge the following tickets:

m Oksana is unable to sign on to her computer.
m Rooslan is unable to browse the Internet.
m Kasia is unable to print.

These separate issues may have a common cause; such as the failure of the hardware switch that
each user’s computer uses to connect to the network. Replacing the failed switch will resolve each of
these separate incident tickets.
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Managing incidents

IT professionals that work on the help desk constantly create and resolve Service Manager incidents as
a way of tracking their daily activity. Someone in the accounting department may ring the service desk,
reporting an issue that they are having. The IT professional on the service desk instructs the caller to
restart their computer, and the issue is resolved. During this process the IT professional creates an
incident related to the issue, and if the issue is resolved by the restart, closes the incident. Incident
templates allow you to pre-populate certain fields for a specific type of incident.

Incident priority

Service Manager determines incident priority using the settings you configure related to incident impact
and incident urgency. You configure incident priority using the Incident Settings dialog box. You can
configure priority values from 1 to 9 in a table where urgency is measured on one axis, and impact is
measured on the other.

In almost all cases, organizations will assign a priority of 1 to high impact/high urgency incidents,
and a priority of 9 to low impact/low urgency incidents. Priority values determine the assigned incident
target resolution time. You configure incident target resolution time on another page of the same dialog
box. To configure incident priority calculation settings, perform the following steps:

1. Select the Settings node of the Administration workspace of the Service Manager console.
2. Double-click Incident Settings in the details pane. This opens the Incident Settings dialog box.

3. In the Priority Calculation section of the Incident Settings dialog box, shown in Figure 4-18,
configure priority settings from 1 through 9 based on the combination of impact and urgency.
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L% Incident Settings =l -

General  Priority Calculation e
Parent Incident Specify how the priority should be calculated for an incident, based on the urgency and impact assigned by the
operator,
Pricrity Calculati...
Resolution Time Impact
L Medi High
Cperations Man.. e iy 49
. Low [ ) | i | 7
Incaming E-Mail
Urgency Medium | v | | v ‘ ‘ - ‘ i
ih | 7 | W 7

# Resolution Time

Specify the time in which an incident must be resolved, based on its pricnty. For example, use this table to record
your OLA or SLA incident resolution time, -

| oK || Cancel |

FIGURE 4-18 Priority calculation

More Info: Priority Calculation

You can learn more about priority calculation at Attp.//technet.microsoft.com/en-
us/library/hh524340.aspx.

Incident resolution time

You configure incident resolution time based on priority. The values that you assign for each incident
priority will depend on the SLA you are working with, and with different organizations using different
values for each priority. To configure default incident resolution time, perform the following steps:

1. Select the Settings node of the Administration workspace of the Service Manager console.
2. Double-click Incident Settings in the details pane. This opens the Incident Settings dialog box.

3. In the Resolution Time section of the Incident Settings dialog box, shown in Figure 4-19,
specify the target resolution time for each priority.
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General ~ Resolution Time

Parent Incident Specify the time in which an incident must be resolved, based on its pricnty. For example, use this table to record

o ] your OLA or SLA incident resolution time,
Pricrity Calculati...

- You can create workflows based on these settings to send notifications or to escalate incidents that are past their
Resolution Time resalution time.,

SeqanOIses.. Priority ~ Target Resolution Time

Incoming E-Mail 1 o2

2 {il—]‘—/
I
oL o
o [
oL
oL
I I
o [

[] Do not use and show legacy Target Resolution Time on Incident Form banner

FIGURE 4-19 Resolution time

More Info: Incident Resolution Time

You can learn more about incident resolution time at Attp.//technet.microsofi.com/en-
us/librarv/hh495593.aspx.

Incident prefix

Service Manager incidents are automatically prefixed with the letters IR (Incident Record) by default.
You can modify this prefix by performing the following steps:
1. Select the Settings node of the Administration workspace of the Service Manager console.
2. Double-click Incident Settings in the details pane. This opens the Incident Settings dialog box.
3. Change the Prefix setting, shown in Figure 4-20, to the desired prefix for your organization.
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e # (General

Parent Incident Specify the alphanumeric prefix that will be used in the ID of any new incidents. Existing incidents will

o ] not be changed.
Pricrity Calculati..,

Resolution Time Prefi:

Cperations Man...

Incoming E-Mail Specify the maximum number and size of files that can be attached to an incident.

Maximum number of attached files: 10 E]

Maximum size (KB): 2048 E

Default support group:

# Parent Incident

Auta resolution of child incidents

(¥) Do not resolve child incidents when parent incident is resolved

FIGURE 4-20 Incident prefix

More Info: Incident Management

You can learn more about incident management at http.//technet.microsofi.com/en-
us/library/hh524261.aspx.

Manually creating incidents

To manually create an incident using the Service Manager console, perform the following steps:

1. Determine what configuration item will serve as the basis for the incident. You can choose
between the following categories:

m Builds
m Business Services
m Computers
m Environments
m Printers
m Software
m Software Updates
m Users
2. Select the item for which you want to create the incident. For example, if there is a problem with
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a specific computer, you should select the computer under the Computers node, and on the
Tasks menu, select the name of the computer, and then click Create Related Incident. This will
load the Incident form.

. In the Tasks pane of the Incident form, click Apply Template. This will open the Apply
Template dialog box, shown in Figure 4-21. You can use this to apply an existing template that
will automatically apply existing settings to the form. As a method of simplifying the process of
incident creation, you can create incident templates for common incident profiles.

Apply Template == -
Select Template
| Type to filter... Je |
Templates:
MName = Class
[&5 Incident pertal template Incident G
|25 Metworking Issue Incident Ter  Incident
|25 Printing Issue Incident Templz  Incident
|55| Software Issue Incident Templ Incident |H|
fea]
{ | T | b
Description:
Template applied to incidents created via the portal
| | Cancel

More Info: Man

You can learn more about creating incidents manually at http.//technet.microsoft.com/en-
us/library/hh495514.aspx.

FIGURE 4-21 Apply template

ually Creating Incidents

settings:

m Affected User Which user is affected by the incident.

4. Using the Incident form, shown in Figure 4-22, you can then configure the following additional

m Alternate Contact Method Alternate method of contacting the affected user, such as
telephone number.

m Title Name for the incident.

m Description Description of the incident.

m Classification Category Allows you to classify the problem. Service Manager supports the

creation

of custom categories.

m Source Shows how the incident was entered into Service Manager. Manual incident creation

1s usually through the Service Manager console.

m Impact

Incident impact rating.
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m Urgency Incident urgency rating.

= Support Group Shows which support group is responsible for the incident.
m Assigned To IT Professional who the incident has been assigned to.

m Primary Owner Primary incident owner.

m Escalated Allows you to specify if the incident is escalated.

‘ji- IR22 Affected user: Created on: 7/5/2014 5:06:5, > Tasks
New Contact info: Resolve by: E )

Escalated Parent incident First response (
Incident

! E Apply Template

General | Activities  Related tems  Resolution  Service Level  History

Incident Information L asigns

u Change Incident Status »
Affected user: Alternate contact method: HE Convert o Revert to Barert
anvert or Revert o Paren

- Yl |
: a4 '}it" Create Change Reguest

1 Creste Problem

Title:

'Kit" Create Release Record
| Problem with Hyper-V Server

'Kit" Create Service Request

. @ Escalate or Transfer
Description:

I8 Link or Unlink to Parent ¥

1 Link Broblem

I8 Link to New Parent Incident

¥ ping Related Computer

. Print

"M Remote Deskiop

Classification category:

Hardware Problems

% Request User Input
Impact: Urgency:

Medium Medium

&0 Search for Knowledge Articles

% 5et First Response or Comment

Suppart group: Assigned to! Primary owner: General A
Tier 1 iterprise Admin31| %, B ! tor (Administrator] ‘:-;) D 2| Refresh
Eccalated

| Apply

FIGURE 4-22 Incident form

Once the Incident has been created, it will be visible in the Work Items workspace of the Service
Manager console, under the Incident Management node, as shown in Figure 4-23.
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GJI

Fle language View Go Tools Tasks Help

¢

\or Workltems » Workltems »  Incident Management »  All Incidents

Work ltems

4 |ﬂ Work ltems

' [ Activity Management

@ Change Management

4 [ Incigent Management
[ Al ncidents
@ All Open Desired Configura
"1 All Open E-Mail Incidents
All Open Incidents
All Open Incidents Extender
% All Open Operations Manac
(& All Onen Parent Incidents

/| Acmiiseation

{

F

All Incidents 2

Filter

P Hit Criteria v

iljbrary

IT Configuration ltems

] Data Warehouse

Reporting

Title

Disabled Account
Problem with Hyper-V Server

|

Assigned To Statu

IRS - Disabled Account

> Tasks
B e

IRS - Disabled Account

Af:] ﬁ Reports b
TAILSPINTOYS\Enterpris..  Acti

b rsond

0 Change Incident Status »
'I;l' (reate Change Request

1B Ceate Prolem

3F Create Release Record

'Ii(' Create Service Request

/' Hdit

@ Escalate or Transfer

|1 Link or Unink to Paent b
1@ ik Problem

|1 Link to New Parent Incidert
P", Ping Related Computer

7% Remote Desitop

% Request User Input

&9 Search for Knowledge Articles

% Set First Response ar Comment

Connected to SERVICEMANAGER

FIGURE 4-23 All incidents

From here, you can use the Tasks pane for the following:

m Reports Allows you to run an Incident KPI Trend, Incident Analyst, Incident Details, Incident

Resolution, or List Of Incidents report based on the properties of the incident.

m Assign Allows you to assign the incident using the Select Objects dialog box, as shown in

Figure 4-24.
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% Resolve incident

Editing the description of many incidents at once can be done as a bulk cperation only when
resalving the incidents, After they are resclved, each resolution description must be edited
individually,

Resclution Category:

Comments:

4000 characters remaining.

FIGURE 4-24 Select objects

m Change Incident Status Allows you to activate, close, resolve, or set another status using the
Other option. When you resolve an incident, you provide a resolution category and comments,
as shown in Figure 4-25.

% Resolve incident

Editing the description of many incidents at once can be done as a bulk operation anly when
resolving the incidents. After they are resclved, each resoluticn description must be adited
individually.

Resolution Category:

Commenits:

4000 characters remaining.

FIGURE 4-25 Resolve dialog box

Q Exam Tip

Remember that you can resolve an incident using the Change Incident Status task from the
Work Items workspace of the Service Manager console.
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m Create Change Request Allows you to create a change request. The incident will be configured
as a related item.

m Create Problem Allows you to create a Problem. The incident will be configured as a related
item.

m Create Service Request Allows you to create a Service Request. The incident will be
configured as a related item.

m Edit Allows you to edit the incident.

m Escalate Or Transfer Allows you to escalate or transfer the incident. Figure 4-26 shows the
Escalate Or Transfer dialog box. You use this dialog box to specify the support group to which
the incident should be escalated or transferred.

Escalate or Transfer \;‘i-

Support group:
|T'Er3 - | Ezcalate incident

Comments:

This incident needs to be looked at by sormeone in the Tier 3 group

3032 characters remaining.

COK || Cancel

FIGURE 4-26 Escalate Or Transfer
m Link Or Unlink To Parent Allows you to link to a parent incident, or unlink the incident from
a parent incident.

m Link Problem Allows you to link to a Problem. You’ll learn about managing Service Manager
problems later in this chapter.

m Link To New Parent Incident Allows you to create a new parent incident and link the incident
to that parent.

= Ping Related Computer Allows you to send an ICMP request to the affected computer.
m Remote Desktop Allows you to make a remote desktop connection to the affected computer.

m Request User Input Sends a message from Service Manager to the user, requesting more
information.

m Search For Knowledge Articles Allows you to search for related knowledge articles.
m Set First Response Or Comment Allows you to add comments to incidents.
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Configuring email incidents

You can configure Service Manager to automatically create incidents based on email requests from
users. If the user who sent the email is recognized by Service Manager as a user, Service Manager will
automatically create a new incident.

If you have deployed Exchange in your organizational environment, you can configure Service
Manager so that incidents can be created through email, by performing the following steps:

1. Install the SMTP server feature and related administrative consoles, as shown in Figure 4-27, on
a computer that is not currently participating in your organization’s Exchange deployment.

e Add Roles and Features Wizard -0 -

- DESTINATION SERVER

SE‘ E'E[ E‘EtU res S¥YD-5ManagerDW tailspintoys.internal
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
Server Selection : A|  SMTP Server supports the transfer of
S orues Relles [] SMB Bandwidth Limit e-mail messages between e-mail

i
eatures
[] SNMP Service

Confirmatio :
firmation [] Telnet Client

[] Telnet Server

(] TFTP Client

(W] User Interfaces and Infrastructure (2 of 3 installed)
[] Windows Biometric Framework

[] Windows Feedback Forwarder

[] Windows Identity Foundation 3.5

[] Windows Internal Database

[B] Windows PowerShell (3 of 5 installed)

[] Windows Process Activation Service

[] Windows Search Service

{ 1] >

| < Previous | | Next = | In=ta Cancel

FIGURE 4-27 SMTP server feature

2. Rename the server from SMTP Virtual Server #1, or the name it had been automatically
assigned, to the FQDN of the server hosting this service.

3. In the list of domains, rename the domain to the FQDN of the server hosting this service.

4. Edit the properties of the SMTP server. On the Access tab, click Relay, click All Except The
List Below, and ensure that Allow All Computers Which Successfully Authenticate To Relay
Regardless Of The List Above, as shown in Figure 4-28, is enabled, and click OK.
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Relay Restrictions -

Select which computer may relay through this vitual server:

" Oy the list below
* Al except the list below!
Compiters:
Access IP Address (Mask) / Domain Name

Add...

v Alow all computers which successfully authenticate to relay, regardless
of the list above.

QK Cancel Help

FIGURE 4-28 Relay restrictions
5. On the Delivery tab, click Advanced. In the Advanced Delivery dialog box, type the following,
as shown in Figure 4-29, and click OK:
m Masquerade Domain The root domain of the domain in which the server is a member.

m Fully Qualified Domain Name The name of an Exchange mailbox server (Exchange 2013),
or server that hosts the Hub Transport role (Exchange 2010).

= Smart Host The name of an Exchange mailbox server (Exchange 2013) or server that hosts
the Hub Transport role (Exchange 2010).

Advanced Delivery -

Maxdimum hop count:

—

Masquerade domain:

|tai|spirrtm.irrtemal

Fuly-gqualfied domain name:

|ew:hange.tailspirrtuﬂ,'s.irrtemal Checlk DNS

Smart host:
|ew:hange.tailspirrtuﬂ,'s.irrtemal

| Attempt direct delivery before sending to smart host

[ Perform reverse DNS lookup on incoming messages

QK Cancel Help

FIGURE 4-29 Advanced delivery
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6. Close the SMTP server’s properties and share the <SystemDrive>:\Inetpub\Mailroot folder so
that it is accessible to the Service Manager account.

7. In the Administration workspace of the Service Manager console, double-click Incident Settings
in the details pane. This opens the Incident Settings dialog box.

8. In the Incoming E-mail settings page of the Incident Settings dialog, configure the following
settings, as shown in Figure 4-30, and then click OK:

m SMTP Service Drop Folder Location This will be the UNC path of the Drop folder under
the Mailroot folder that you shared in step 6.

m SMTP Service Bad Folder Location This will be the UNC path of the Badmail folder
under the Mailroot folder that you shared in step 6.

= Maximum Number Of E-mail Messages To Process At A Time This is the number of
email messages that you want Server Manager to import at a time.

m Turn On Incoming E-mail Processing Enable this setting.

= Incident Settings =g -
General A Incoming E-Mail
Parent Incident

Settings cn this tab define how and wheare the SMTP service processes incoming e-mail for Service Manager.
Priority Calculati... Specify all folder locations by using Universal Naming Convention (UNC) paths,

Resolution Time

: SMTP Service drop folder location WSYD-5ManagerDW\Mailroot\Crop |
Cperations Man..

Incoming E-Mail SMTP Service bad folder location WSYD-5ManagerDW\Mailroot\Badmail

. . . & |
Maximum number of e-mail messages to process at a time 3 El

Turn on incoming e-mail processing

| 0K || Cancel |

FIGURE 4-30 Incident settings

9. In Exchange:

m Configure *.servername.domain.name (where servername.domain.name is the FQDN of the
SMTP server configured earlier) as an accepted domain.

m Configure a receive connector to accept anonymous inbound traffic from the SMTP server
configured earlier.

m Configure a send connector to route email to the SMTP server when addressed to the
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*@servername.domain.name email domain.

m Configure a mail contact in Exchange that will be used as the address for messages that
should be converted as incidents. For example helpdesk@SYD-
SmanagerDW .tailspintoys.internal.

More Info: Email Incident SMTP Configuration

You can learn more about incident SMTP configuration at http.//technet. microsoft.com/en-
us/library/jj900204.aspx.

Email incident templates

Email incident templates are used to convert email messages into Service Manager incidents. When
Service Manager detects new messages in the drop folder on a specially configured SMTP server, it
will take information from the email message and use it with an email incident template, to populate a
new Service Manager incident. The process of creating an email incident template is very similar to that
of creating any other type of incident template.

To create an email incident template, perform the following steps:
1. Select the Templates node in the Library workspace of the Service Manager console.
2. On the Tasks menu, click Templates, and then click Create Template.
3. In the Create Template dialog box, fill out the following settings, as shown in Figure 4-31:
m Name: E-mail incident template
m Class: Incident
m Management Pack: Service Manager Incident Management Configuration Library

Create Template M

ey

Create Template

Enter a name and description for the template

Mame:

E-mail incident template

Description:

Class:

Incident || Browse.. |

For example, to create an incident template, select the Incident class.

Select an unsealed management pack where the template will be saved.
Management pack

Service Manager Incident Management Configuration Library ” | New.
Last modified: 5/21/2014 %27:03 AM
When | click OK, open the template form
| oK | | Cancel

FIGURE 4-31 Create template
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4. Clicking OK on the Create Template dialog box will open the Incident Template form. In the
form, configure the following settings, as shown in Figure 4-32:

m Title: E-mail Template Form

m Classification Category: E-Mail Problems

m Impact: Select the initial impact to assign to incidents submitted through email.

m Urgency: Select the initial urgency to assign to incidents submitted through email.

m Support Group: Select the support group that will be initially assigned incidents sent through
email.

Affected user: Created on: ¥ Tasks
Contact info: Resolve by: g e

Parent incidend First response (
Incident
General =~ Activities  Related [tems  Resolution -

- Apply Template

Incident Information Assign ¥

10 Change Incident Status »
Affected user: Alternate contact method:

f uﬁ Convert or Revert to Parent
TS ..
Create Change Regquest

Create Problem

L

B

Title:

o

Create Release Record

| E-mail Template Farm

o

Create Service Request

@

. Escalate or Transfer
Description:

Link ar Unlink to Parent ¥

Link Problem

Link to Mew Parent Incident

=]
L =

Ping Related Computer

-

a3 i

Classification category: Source:

E-Mail Prablems

Print

¥ pemote Deskiop

% Request User Input
Impact: Urgency:

Medium Medium

&0 Search for Knowledge Articles

“-‘5 5et First Response or Comment

Suppart group: Assigned to: Primary owner: General A

= VE @ )8 | @

[ ] Escalated

k4

| [ Goncd || aoply |

FIGURE 4-32 Incident template

5. Click OK to close the incident template.

More Info: Creating Incident Templates

You can learn more about email incident templates and creating incident templates at
http.//technet.microsoft.com/en-us/library/hh495665.aspx.
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Managing problems

A problem is a Service Manager record that you create to minimize the chance that similar problems, or
related incidents, will occur in the future, or to minimize the impact of an issue that you cannot prevent.
Service Manager allows related incidents to be closed when a problem that they are related to is
resolved.

More Info: Managing Problems

You can learn more about managing problems at Attp.//technet.microsoft.com/en-
us/library/hh519581.aspx.

Creating problem records

You can create problem records manually from the Service Manager console by performing the
following steps:

1. Select the Problem Management node in the Work Items workspace of the Service Manager
console.

2. In the Tasks menu, click Problem Management, and then click Create Problem.
3. On the Problem form, shown in Figure 4-33, provide the following information:

m Title A name for the problem.

m Description A description for the problem.

m Assigned To The person responsible for resolving the problem.

m Source Source of the problem request.

m Category Problem category.

m Impact Impact of the problem. This is used to calculate priority.

m Urgency Problem urgency. This is used to calculate priority.
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FIGURE 4-33 Problem form

More Info: Create Problem Records

You can learn more about creating problem records at http.//technet.microsoft.com/en-
us/library/hh519729.aspx.

Linking incidents to problems

Service Manager allows you to link incidents to problems. For example, a number of incidents reported
to the help desk may have the same root cause, such as users contacting the help desk because they are
unable to sign on to their computers. In this scenario, the root cause might be the failure of the DHCP
service on the organization’s DHCP server. By fixing the DHCP service, the separate sign on failure
incidents will also be resolved.

To link incidents to an existing problem, perform the following steps:

1. Select the Active Problems node under Problems in the Work Items workspace of the Service
Manager console.
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2. Select a problem, and then click Edit in the Tasks pane.
3. On the Related Items tab of the problem dialog box, click Add next to Work Items.

4. On the Select Objects dialog box, add the incidents you want to relate to the problem, as shown
in Figure 4-34.

g Select objects

To add chjects to the list, select the cbjects and click Add. You can use Search and Filter to better define the
list.

Type to filter... je | |Wnrk Item i | r

Available chjects: 3 of 5. Enter more details in the search criteria to narrow the result list.

Mame Class Path
IR22 - Problem with Hyper-V Server  Incident
IRS - Disabled Account Incident
m PR36: DHCP Service Failure Problem

Selected objects:

Mame Class Path
IR38 - Don Funk unable to sign on  Incident
IR40 - Kim Akers Unable to sign on  Incident

Cancel

FIGURE 4-34 Select objects

5. Verify that the incidents are listed under work items, as shown in Figure 4-35.
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FIGURE 4-35 Related incidents

More Info: Linking Incidents to Problems

You can learn more about linking incidents to problems at Attp.//technet.microsofi.com/en-
us/library/hh519687.aspx.

Resolving problems and related incidents

An advantage to linking incidents with problems is that you are able to resolve all incidents that are
linked to a problem automatically when you resolve that problem. To resolve a problem and its related
incidents, perform the following steps:

1. In the Work Items workspace of the Service Manager console, locate the problem that you want
to resolve in the Active Problems node, under the Problem Management node.

2. Select the problem, and click Edit in the Tasks pane.

3. Select the Resolution tab. In the Tasks pane, click Resolve, and then select Auto-Resolve All
Incidents Associated With This Problem under Resolution Details, as shown in Figure 4-36.
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Also select a resolution category and an appropriate resolution description.
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General  Related ltems | Resolution | History

'*' Create Release Record

. Print

Review Notes (] Requires Major Problem Review B reactivate
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&0 Search for Knowledge Articles

General

2| Refresh

Resolution Details
Auta-reselve all incidents assaciated with this problem

Resolution Category:
Network

Resolution Description:

Restarted DHCP Service

FIGURE 4-36 Resolution

4. Click OK to resolve the problems and the associated incidents.

More Info: Resolving Problems

You can learn more about resolving problems at http.//technet.microsoft.com/en-
us/library/hh495498.aspx.

Creating knowledge articles

Knowledge articles are documents, created by people inside the organization that allow the
organization’s IT professionals and users to understand and remediate problems. To create a knowledge
article, perform the following steps:

1. In the Library workspace of the Service Manager console, click the Knowledge node.
2. In the Tasks menu, click Knowledge, and then click Create Knowledge Article.
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3. On the General tab of the Knowledge Article dialog box, shown in Figure 4-37, provide the

fo

llowing information:

m Title Name of the knowledge article.

m Description Summary of the knowledge article.

m Keywords Knowledge article keywords.

m Knowledge Article Owner Person responsible for the knowledge article.

m Tag Metadata tags for the article.

m Language The language in which the knowledge article is written.

m Category Knowledge article category.

= Comments Any comments on the article.

m External Content Any links to external documentation hosted on the Internet.

m Internal Content The content of the knowledge article, containing the information that the
IT Professional or the user will use to resolve a problem.

I'E}]
W KA2 Created by: Created on: I > Tl
| v ‘ Last updated by: Last updated on: H 9
Knowledge Article A
General | Analyst  Feedback  Related ltems  History
Create Related Change Request
B . [ Create Related Incident
Knowledge article information R
Create Related Service Request
S = Print
Rateit(hightolow): ()5 04 O3 (02 (01 | Comment
&0 Search for Knowledge Articles
Title:
| ‘ General A
ﬂ Refresh
Description:
Classification ~
Keywards:
Knowledge article owner. Tag: Language:
O | v| | Engish United States) ¥
Category:

b ‘

.

| oK || Cancel || Apply |

FIGURE 4-37 Knowledge articles
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More Info: Knowledge Articles

You can learn more about knowledge articles at http.//technet.microsofi.com/en-
us/librarv/hh495650.aspx.

Thought experiment: Incident management at Fabrikam

The service desk at Fabrikam uses Service Manager to manage user incidents and problems. At
present, service desk hours are 9 A.M. to 5 P.M., Monday to Friday. Some users, however, are
complaining that they want to be able to forward incidents to the service desk at any time
during the day. You are planning on deploying a self-service portal to allow users to submit
incident and service requests, but this project will not be completed for several months. In the
meantime, you want to provide users with documentation allowing them to remediate their own
issues, based on the incidents most commonly encountered by the users at Fabrikam. With this
information in mind, answer the following questions:

1. What steps can you take to allow users to attempt to resolve their own incidents before
contacting the service desk?

2. Until the self-service portal is deployed, what other method can users use to submit
incidents to the service desk staff during the hours when the hotline is not answered?

Objective summary

m Incident templates allow you to pre-populate certain fields for a specific type of incident.

m Service Manager determines incident priority using the settings you configure related to incident
impact and incident urgency.

m You configure incident resolution time based on priority. The values that you assign for each
incident priority will depend on the SLA.

m Service Manager can be configured to automatically create incidents based on email requests
from users.

m Service Manager allows you to link incidents to problems. You do this when incidents have the
same root cause.

m Service Manager allows related incidents to be closed when a problem that they are related to is
resolved.

m Knowledge articles are documents that allow the organization’s IT professionals and users to
understand and remediate problems.

Objective review

Answer the following questions to test your knowledge of the information in this objective. You can
find the answers to these questions and explanations of why each answer choice is correct or incorrect
in the “Answers” section at the end of this chapter.

1. You have three incidents that you want to link to a problem. Which of the following methods
can you use to accomplish this goal?

A. Add the problem to the list of work items on the Related Items tab of each incident’s
properties.

B. Add the incidents to the list of work items on the Related Items tab of the problem’s
properties.

C. Add each incident’s identification numbers to the description field on the General tab of the
problem’s properties.

D. Add the problem’s identification number to the description field on the General tab of each
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incident’s properties.

2. You have three incidents related to a problem. Which of the following steps should you take to
resolve both the problems and the incidents?

A. Resolve each incident manually.

B. Resolve the problem and select the option to auto-resolve all incidents associated with the
problem.

C. Resolve an incident and select the option to auto-resolve all problems associated with the
incident.

D. Close the problem and then manually resolve each incident.

(93]

. Which of the following settings should you configure when configuring incident priority?
A. Low/Low: 9
B. Low/Low: 1
C. High/High: 1
D. High/High: 9

. Which of the following fields in an incident form are used to calculate priority?

[~

A. Impact

B. Source

C. Urgency

D. Support Group

Objective 4.3: Manage cloud resources

This objective deals with managing cloud resources through different types of VMM profiles. A VMM
profile allows you to configure settings used for the configuration of simulated virtual machine
hardware, guest operating systems, applications, SQL Server instances, and multi-tier services that
include all of these segments.

This section covers the following topics:
m Creating hardware profiles
m Creating guest operating system profiles

m Creating application profiles
m Configuring SQL Server profiles

m Configuring virtual machine templates

m Creating service templates

Creating hardware profiles

A VMM hardware profile allows you to create templates for virtual machine hardware. This includes
configuring the number of processors, the amount of RAM available to the virtual machine, as well as
the IDE and SCSI configuration that the VM will use. You can also use a VMM hardware profile
configuration, whether a virtual machine will use Generation 1 or Generation 2 hardware. While you
can configure virtual machine hardware settings each time you use VMM to create a virtual machine, a
VMM hardware profile allows you to create VMs that have a standardized virtual hardware
configuration.

To create a hardware profile, perform the following steps:

1. In the Library workspace of the VMM console, right-click the Profiles node, and click Create
Hardware Profile.

2. On the General page of the New Hardware Profile dialog box, shown in Figure 4-38, provide a
name for the profile and select which VM generation you want to use. This can be Generation 1
or Generation 2. Remember that Generation 2 VMs can only be used with virtualization hosts
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running Windows Server 2012 R2 or later.

& New Hardware Profile .
Marne: Example Hardware Profile
Hardware Profile Description:
zeneration: Generation 1 | - |
Type: @ Hardware Profile
Added: 7/6/2014 6:26:13 AM

Modified: 1/6/2014 6:26:13 AM

oK Cancel

View Script

FIGURE 4-38 New Hardware Profile

3. On the Hardware Profile page, you can configure the following settings:

m Cloud Capability Profiles Specify which capability profile to use with the hardware
profile. You can choose between XenServer, ESX Server, and Hyper-V. Figure 4-39 shows
the selection of the Hyper-V profile.
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FIGURE 4-39 Cloud compatibility

m Processor Allows you to configure the number of processors to be used by the VM. This
also allows you to configure whether migration can occur to a virtual machine host running

a different processor version.

m Memory Allows you to configure the amount of memory that will be allocated to the VM.
You can choose to statically assign memory, or to allow the use of dynamic memory. Figure
4-40 shows the memory settings.
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FIGURE 4-40 Memory

m Floppy Drive Allows you to configure a virtual floppy drive for Generation 1 virtual

m COM 1 Allows you to configure Com Port 1 settings for Generation 1 virtual machines.
m COM 2 Allows you to configure Com Port 2 settings for Generation 1 virtual machines.

m Video Adapter Allows you to configure whether a standard video adapter will be used, or a
RemoteFX 3D video adapter will be available to virtual machines. You can also configure
the maximum number of monitors and the maximum monitor resolution when choosing the

machines.

RemoteFX 3D video adapter. Figure 4-41 shows this setting.
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FIGURE 4-41 Video adapter

m IDE Devices Allows you to configure virtual IDE devices used by the VM for Generation 1
virtual machines.

m SCSI Adapter Allows you to configure virtual SCSI adapter settings.

m Network Adapter Allows you to configure which network the virtual network adapters will
be connected to, how they will obtain IP addresses and MAC addresses, as well as any
virtual network port profiles. Figure 4-42 shows these options.
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FIGURE 4-42 Network adapter settings

m Availability This option is for virtual machines that should be placed on highly available
host clusters.

m Firmware Allows you to configure VM startup order as shown in Figure 4-43.
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FIGURE 4-43 Firmware
m CPU Priority Allows you to configure the priority for the VM when the host is allocating
CPU resources.
m Virtual NUMA Allows you to configure the VM to span hardware NUMA nodes.

m Memory Weight Allows you to configure how the VM is allocated memory when memory
utilization on the virtualization host is high.

More Info: Hardware Profiles

You can learn more about hardware profiles at Attp.//technet.microsoft.com/en-
us/library/hh427289.aspx.

Creating guest operating system profiles

Guest operating system profiles allow you to configure guest operating system settings that will
automatically be applied to the virtual machine. Depending on the guest OS you are configuring the
profile for, this can include the local administrator account password, what roles and features are
installed, domain join information, and computer name. You can configure a guest OS profile for
Windows or Linux operating systems. Using a guest OS profile saves you having to perform these setup
steps manually when deploying a virtual machine.

To create a guest OS profile for a Windows operating system, perform the following steps:
1. In the Library workspace of the VMM console, right-click the Profiles node, and click Create
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Guest OS Profile.

2. On the General page of the New Guest OS Profile dialog box, provide a name, and select which
operating system the guest OS profile will apply to. Figure 4-44 shows a guest OS profile named
Example Windows Server 2012 R2 for use with Microsoft Windows operating systems.

Il New Guest OS Profile x]

Marne: Example Windows Server 2012 R2

Guest 05 Profile Description:
Compatibiity: | MicrosoftWindows -]
Type: =" Guest 05 Profile
Added: 7/6/2014 6:49:12 AM
Modified: 7/8/2014 £:49:12 AM

Miew Script oK Cancel

FIGURE 4-44 Guest OS profile

3. On the Guest OS Profile page, specify the following settings:

m Operating System Allows you to select which operating system the guest OS profile
applies to. Figure 4-45 shows some of the options that can be selected using the drop-down
menu.
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FIGURE 4-45 Operating system

m Identity Information Allows you to configure how the VM will be named.

m Admin Password Allows you to configure the password of the built-in administrator

account.

m Product Key Allows you to specify a product key.

m Time Zone Allows you to configure which time zone the virtual machine will be configured

to use.

m Roles Allows you to configure which roles and role services will automatically be installed

on the virtual machine. Figure 4-46 shows the Web Server role selected.
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FIGURE 4-46 Roles

m Features Allows you to configure which features will be installed on the virtual machine.

m Domain / Workgroup Allows you to configure domain or workgroup settings. If specifying
that the virtual machine be domain joined, you can provide credentials that allow this to
occur. These options are shown in Figure 4-47.
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FIGURE 4-47 Domain information
m Answer File Allows you to specify an answer file to automatically configure the virtual
machine.

m [GUIRunOnce] Command Allows you to specify a set of commands that will be run
automatically the first time a user logs on to the virtual machine.

More Info: Guest Operating System Profiles

You can learn more about guest operating system profiles at http.//technet.microsoft.com/en-
us/librarv/hh427296.aspx.

Creating application profiles

Application profiles include information that VMM can use for installing Microsoft Web Deploy
applications, SQL Server data-tier applications, Microsoft Server App-V applications, and instructions
for running scripts when you deploy a VM as part of a service. You only use application profiles if you
are going to deploy a VM as part of a service, and don’t use them when deploying standalone VMs.
You can add multiple applications of the same type, or applications of different types to the same
profile.

Before creating an application profile, you should ensure that all packages and scripts that the profile
will use are already present in a VMM library share. To create an application profile, perform the
following steps:


http://technet.microsoft.com/en-us/library/hh427296.aspx

1. In the Library workspace of the VMM console, right-click the Profiles node, and click Create
Application Profile.

2. On the General page, shown in Figure 4-48, provide a name for the application profile and
choose between one of the following compatibility options:

m SQL Server Application Host Select this option if you will use the profile to deploy SQL
Server DAC packages or SQL Server scripts to an existing SQL Server instance.

m Web Application Host Select this option if you will use the profile to deploy Web Deploy
packages to IIS.

m General Select this option if you are deploying a combination of application types or
Server-App-V applications.

i New Application Profile .
Application Configuration Mairics Example Profile
Description:
Compatibility: | General o
General
Type: 5QL Server Application Host
Web Application Host

View Script oK Cancel

FIGURE 4-48 Application profile

3. On the Application Configuration page, select the operating system compatibility, as shown in
Figure 4-49.
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FIGURE 4-49 OS compatibility

4. Click Add, as shown in Figure 4-50, to add one of the following:

m Script Application

m SQL Server Data-Tier Application

m Virtual Application
m Web Application
m Script To Application Profile
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e Add | Remove

Script Application

SCL Server Data-tier Application
| Virtual application
€ Web application

Script to Application

Script to Application Profile

FIGURE 4-50 Add application

More Info: Application Profiles

You can learn more about application profiles at http.//technet.microsoft.com/en-
us/librarv/hh427291.aspx.

Configuring SQL Server profiles

A SQL Server profile allows you to configure a sysprepped instance of SQL Server 2008 R2, SQL
Server 2012, or SQL Server 2014 for deployment through VMM. You use SQL Server profiles when
deploying VMs that are part of a service. The SQL Server profile configures SQL Server according to
the profile settings.

To configure a SQL Server profile, perform the following steps:

1. In the Library workspace of the VMM console, right-click the Profiles node, and click Create
SQL Server Profile.

2. On the General page of the New SQL Server Profile dialog box, provide a name for the SQL
Server profile.

3. On the SQL Server Configuration page, click Add SQL Server Deployment, and provide the
following information, as shown in Figure 4-51.
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FIGURE 4-51 SQL Deployment

m Name Name for the SQL Server deployment.

m Instance Name The instance name. If left blank, it will use the default name MSSQLSERVER.

m Instance ID The instance ID used when you sysprepped the SQL instance.

m Installation Run As Account Account with the permission to deploy SQL Server.
m Media Source Location of the SQL Server installation media, such as a VMM Library share.

m SQL Server Administrators Users or groups that will be configured as SQL Server
Administrators. You must specify at least one account.

m Security Mode Select Windows or SQL Server authentication.

m Service accounts Configuration for the SQL Server service, SQL Server agent, and Reporting
Services service accounts. You must select a Run As account for all three services.

More Info: SQL Server Profiles

You can learn more about SQL Server profiles at http.//technet. microsoft.com/en-

us/librarv/hh427294.aspx.
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Configuring virtual machine templates

A Virtual Machine Manager VM template allows you to deploy a single virtual machine with a
consistent set of settings. A VMM VM template is an XML object that is stored with a VMM library,
and includes one or more of the following segments:

m Guest Operating System Profile A guest OS profile that includes operating system settings.
m Hardware Profile A hardware profile that includes VM hardware settings.

m Virtual Hard Disk This can be a blank hard disk, or a virtual hard disk that hosts a specially
prepared, sysprepped in the case of Windows based operating systems, version of an operating
system.

You can create VM templates based on existing virtual machines deployed on a virtualization host
managed by VMM, based on virtual hard disks stored in a VMM library, or by using an existing VM
template.

VM templates have the following limitations:

m A VM template allows you to customize IP address settings, but you can only configure a static
IP address for a specific VM when deploying that VM from the template.

m Application and SQL Server deployment are only used when you deploy a VM as part of a
service.

m When creating a template from an existing VM, ensure that the VM is a member of a workgroup
and is not joined to a domain.

m You should create a separate local administrator account on a VM before using it as the basis of
a template. Using the built-in administrator account will cause the sysprep operation to fail.

m You cannot create a virtual machine template for a Linux virtual machine based on an existing
Linux VM deployed to a virtualization host.

To create a VM template based on an existing virtual hard disk (which can include a blank hard
disk), or existing VM template, perform the following steps:

1. In the Library workspace of the VMM console, click Create VM Template on the ribbon.

2. On the Select Source page, click Browse next to Use An Existing VM Template For A Virtual
Hard Disk Stored In The Library.

3. On the Select VM Template Source dialog box, select the hard disk that will serve as the basis
for the VM template.

4. On the VM Template Identity page, provide a name for the VM template and choose between a
Generation 1 and a Generation 2 VM. This page is shown in Figure 4-52.
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FIGURE 4-52 Template name

5. On the Configure Hardware page, you can select an existing hardware profile, or create a new
hardware profile using the steps outlined earlier in this chapter. If you choose to create a new
hardware profile, you can save this profile for use in the future. Figure 4-53 shows the selection
of the Example Hardware Profile.
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FIGURE 4-53 Select hardware profile

6. On the Configure Operating System page, select a guest OS profile or configure a new Guest OS
Profile using the steps outlined earlier. If you choose to create a new guest OS profile, you can
save it for use again later. Figure 4-54 shows the Example Windows Server 2012 R2 profile
selected.
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FIGURE 4-54 Select Guest OS Profile

7. On the Application Configuration page, you can select an existing application profile. This will
only be used if the VM is deployed as a service, and you don’t have to select an application
profile when configuring a VM template.

8. On the SQL Server Configuration page, you can select an existing SQL Server profile. This will
only be used if the VM is deployed as a service and you don’t have to select SQL Server profile
when configuring a VM template.

9. Complete the wizard, which creates the profile.

When creating a VM template from a VM that is already deployed, you’ll be asked to select an
existing VM from a list of those that are deployed on a virtualization host managed by VMM.



More Info: Virtual Machine Templates

You can learn more about virtual machine templates at Attp.//technet.microsoft.com/en-
us/library/hh427282.aspx.

Creating service templates

Service templates differ from virtual machine templates in the following ways:

m Service templates allow you to deploy multiple virtual machines rather than a single virtual
machine.

m Service templates can include settings for Windows Server roles and features. If a VM template

includes role and feature settings, they will only be used if the VM is deployed as part of a
service.

m Service templates can include application profiles and SQL server profiles. These profiles are
not available when deploying a VM from a VM template.

To create a service template, perform the following steps:

1. In the Library workspace of the VMM console, click the Create Service Template item on the
ribbon.

2. In the New Service Template dialog box, specify a Name, a Release version, and select between

a Blank, Single Machine, Two Tier Application, or Three Tier Application pattern. Figure 4-55
shows the selection of a Two Tier Application.

iz New Service Template -
Mame: Example Service Template Belease: v 0.1
Patterns (4)
- == :
Blank Single Machine Twa Tier
(v1.0) Application (v1.0)
A

Description: Two Tier Application Pattern

View Script oK Cancel

FIGURE 4-55 New Service Template

3. In the Virtual Machine Manager Service Template Designer, shown in Figure 4-56, use the drag
and drop interface to add applications and configure which VM templates will be used with the
multiple tier application. You can also add VM networks and load balancers, as well as adding
additional machine tiers using the designer.
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FIGURE 4-56 VMM Service Template Designer

4. When you have competed configuring the service template, click Save And Validate. This will
check the service template for errors which must be resolved before the template can be saved

and used for deployment.

More Info: Service Templates

You can learn more about creating service templates at http.//technet. microsoft.com/en-
us/library/gg675105.aspx.
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Thought experiment: VMM service deployment at Contoso

You are in the process of configuring service deployment using VMM at Contoso. You want to

automate the deployment of VMs, applications, and multi-tier services using VMM profiles
and templates. With this in mind, answer the following questions:

1. What should you configure to automate the deployment of Microsoft Server App-V
applications to a virtual service in VMM?

2. What should you configure so that you can simplify the deployment of a multi-tier
application using VMM?

Objective Summary

m Hardware profiles allow you to configure virtual machine hardware settings.

m Guest operating system profiles allow you to configure operating system settings, including
settings for local administrator accounts, computer name, and domain join information.

m Application profiles allow you to configure Server App-V, SQL DAC, and Web Deploy settings
for when you deploy services.

m SQL Server profiles allow you to configure SQL Server settings for when you deploy services.

m Virtual machine templates allow you to create templates that serve as the basis for virtual
machine deployment. These include hardware and guest operating system settings. You can

create VM templates based on an existing virtual hard disk, virtual machine, or existing VM
template.

m Service templates allow you to deploy multiple virtual machines and applications in multi-tier
configurations.

Objective review

Answer the following questions to test your knowledge of the information in this objective. You can

find the answers to these questions and explanations of why each answer choice is correct or incorrect
in the “Answers” section at the end of this chapter.

1. Which of the following do you use to configure the service account used by a SQL Server
instance’s SQL Server service?

A. SQL Server profile

B. Hardware profile

C. Guest operating system profile
D. Application profile

[

. Which of the following do you use to configure a virtual machine’s memory configuration?
A. Application profile

B. Guest operating system profile
C. Hardware profile
D. SQL Server profile

. Which of the following do you use to configure the local administrator account password on a
virtual machine?

A. SQL Server profile
B. Hardware profile

C. Guest operating system profile
D. Application profile
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4. Which of the following can you use as the basis for creating a virtual machine template?
A. Deployed virtual machine
B. VMM VM template
C. Virtual hard disk
D. Guest OS profile

Answers

This section contains the solutions to the thought experiments and answers to the lesson review
questions in this chapter

Objective 4.1: Thought experiment

1. You need to configure the Mondays that the office is closed as holidays in the Service Manager
calendar used to calculate metrics.

N

. You should configure notifications that send an email to the service desk manager when an
incident enters a warning state.

Objective 4.1: Review

1. Correct answers: A, B, and C

A. Correct: You need a calendar prior to completing the configuration of a Service Manager
SLO.

B. Correct: You need a metric prior to completing the configuration of a Service Manager
SLO.

C. Correct: You need a queue prior to completing the configuration of a Service Manager SLO.

D. Incorrect: Subscriptions are necessary for notifications, but not necessary for configuring
Service Manager SLOs.

2. Correct answer: A

A. Correct: You should target the Service Level Instance Time Information class when
configuring this notification.

B. Incorrect: You should target the Service Level Instance Time Information class rather than
the Change Request class.

C. Incorrect: You should target the Service Level Instance Time Information class rather than
the Review Activity class.

D. Incorrect: You should target the Service Level Instance Time Information class rather than
the Problem class.

3. Correct answers: A and B

A. Correct: You can use a custom workflow or an Orchestrator runbook to automatically
escalate an incident in the event that it is likely to breach an SLO.

B. Correct: You can use a custom workflow or an Orchestrator runbook to automatically
escalate an incident in the event that it is likely to breach an SLO.

C. Incorrect: You can use a custom workflow or an Orchestrator runbook to automatically
escalate an incident in the event that it is likely to breach an SLO.

D. Incorrect: You can use a custom workflow or an Orchestrator runbook to automatically
escalate an incident in the event that it is likely to breach an SLO.

4. Correct answers: C and D

A. Incorrect: Required By does not measure the incident creation date or when the incident is
first responded to.

B. Incorrect: First Assigned Date is when the incident or service request is first assigned.
C. Correct: The First Response Date should be configured as the End Date for the metric.
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D. Correct: The Created Date is when the incident is created. This should form the Start Date
for the metric.

Objective 4.2: Thought experiment
1. You can configure and make knowledge articles available that detail procedures that users can
use to attempt to self-remediate incidents before contacting the service desk.
2. You can configure Service Manager so that incidents can be submitted using email.

Objective 4.2: Review

1. Correct answers: A and B

A. Correct: You need to add the problem as a related work item to each incident, or the
incidents as related work items to the problem.

B. Correct: You need to add the problem as a related work item to each incident, or the
incidents as related work items to the problem.

C. Incorrect: You need to add the problem as a related work item to each incident, or the
incidents as related work items to the problem.

D. Incorrect: You need to add the problem as a related work item to each incident, or the
incidents as related work items to the problem.

2. Correct answer: B

A. Incorrect: You should resolve the problem. When doing so, you should select the option to
auto-resolve all incidents associated with the problem.

B. Correct: You should resolve the problem. When doing so, you should select the option to
auto-resolve all incidents associated with the problem.

C. Incorrect: You should resolve the problem. When doing so, you should select the option to
auto-resolve all incidents associated with the problem.

D. Incorrect: You should resolve the problem. When doing so, you should select the option to

auto-resolve all incidents associated with the problem.
3. Correct answers: B and C

A. Incorrect: You should assign the highest priority, which is the lowest number, to incidents
that are high impact and high urgency.

B. Correct: You should assign the lowest priority, which is the highest number, to incidents
that are of low impact and low urgency.

C. Correct: You should assign the highest priority, which is the lowest number, to incidents
that are high impact and high urgency.

D. Incorrect: You should assign the lowest priority, which is the highest number, to incidents
that are of low impact and low urgency.

4. Correct answers: A and C
A. Correct: Priority is calculated using impact and urgency.
B. Incorrect: Priority is calculated using impact and urgency.
C. Correct: Priority is calculated using impact and urgency.
D. Incorrect: Priority is calculated using impact and urgency.

Objective 4.3: Thought experiment

1. You should configure an Application Profile to automate the deployment to Microsoft Server
App-V applications to virtual services.

[

. You should configure a service template so that you can automate the deployment of multi-tier
applications. Service templates include VM templates, application, and SQL Server profiles.
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Objective 4.3: Review

1. Correct answer: A

A. Correct: You use a SQL Server profile to configure a SQL Server instance’s service
accounts.

B. Incorrect: You use a hardware profile to configure a virtual machine’s hardware settings.

C. Incorrect: You use a guest operating system profile to configure guest operating system
settings.

D. Incorrect: You use an application profile to configure application installation settings.

N

. Correct answer: C
A. Incorrect: You use an application profile to configure application installation settings.

B. Incorrect: You use a guest operating system profile to configure guest operating system
settings.

C. Correct: You use a hardware profile to configure a virtual machine’s hardware settings.

D. Incorrect: You use a SQL Server profile to configure a SQL Server instance’s service
accounts.

3. Correct answer: C

A. Incorrect: You use a SQL Server profile to configure a SQL Server instance’s service
accounts.

B. Incorrect: You use a hardware profile to configure a virtual machine’s hardware settings.

C. Correct: You use a guest operating system profile to configure guest operating system
settings.

D. Incorrect: You use an application profile to configure application installation settings.

[~

. Correct answers: A, B, and C

A. Correct: You can use a deployed virtual machine, an existing VMM template, or a virtual
hard disk as the basis fora VMM VM template.

B. Correct: You can use a deployed virtual machine, an existing VMM template, or a virtual
hard disk as the basis fora VMM VM template.

C. Correct: You can use a deployed virtual machine, an existing VMM template, or a virtual
hard disk as the basis fora VMM VM template.

D. Incorrect: You can use a deployed virtual machine, an existing VMM template, or a virtual
hard disk as the basis fora VMM VM template.
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